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Preface
Thanks for choosing BLIIoT BL10 series IIOT Gateway. Reading this manual with full
attention will help you quickly learn device functions and operation methods.

Copyright

This user manual is owned by Shenzhen Beilai Technology Co., Ltd. No one is
authorized to copy, distribute or forward any part of this document without written
approval of Beilai Technology. Any violation will be subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the
described device is under continuous improvement, this manual may be updated or
revised from time to time without prior notice. This Protocol Gateway is mainly used
for industrial data transmission over Ethernet or 4G network. Please follow the
instructions in the manual. Any damages caused by wrong operation will be beyond

warranty.

Revision History

Revision Date Version Description Owner

2024-1-10 V1.0 Initial Version LKY
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1 Product Introduction

1.1 Overview

BL10 series Industrial loT Gateways performs as industrial protocol converters, the
industrial protocol conversion gateways allow for Ethernet ports, Serial ports, 4G,
WiFi connections and can convert between various industrial protocols.

1.2 Packing List

Before connecting loT gateway, please make sure below items are included in the
package:

(Pictures are for reference only.)

® 1 X IloT Gateway

® 1 X 4G SMA cellular network antenna

® 1 x User Manual(PDF File Download Guide)
® 1 x SIM Card Picking PIN
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® 1 x Product Qualification Certificate

)

[ . L |

Note: If any of above items are missing, please contact BLIloT Sales team.

1.3 Features

» Downlink supports: Various PLC protocols, Modbus RTU Master, Modbus TCP
Master, etc.

» Uplink supports: Modbus RTU, Modbus TCP, MQTT, OPC UA, AWS,
ThingsBoard, Sparkplug B, HUAWEI loT, Alibaba IoT, BLIIOT Cloud, etc.

» DC 9-36V power supply with terminal wiring. Power input with reverse wiring
prevention protection.

» 2CH or 6CH RS485/RS232.

»  Serial port baud rate supports 2400bps-115200bps; Stop bit supports 1, 2; Data
bit supports 7, 8; Parity bit supports None, Odd, Even.

» 2 RJ45 Ethernet ports, 1WAN+1LAN. Data of equipment connected to LAN, WAN

or cascade switch can be collected. It comes with link and data indicators. Built-in
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isolation transformer for up to 2KV electromagnetic insulation.
» Support TSL\SSL data encryption for security.
» Support routing function.
» When connecting to the external network, it will prioritize wired Internet access

and switch to 4G network when there is no wired network.

» Supports OpenVPN.

» Support BLRMS for Remote configuration, remote firmware upgrade for easy
remote maintenance.

» Support sending configuration files remotely via MQTT to change the
configuration.

» Supports Modbus RTU to Modbus TCP, transparent transmission.

Y

Use RESET button to restore factory settings (long press in power-on state until
RUN indicator goes out).

Support hardware and software watchdogs.

Support scheduled restart.

Plastic housing, IP30 protection.

YV V V V

Dimension 30mmx83mmx110mm(Models with 2CH serial ports),
40mmx83mmx110mm(Models with 6CH serial ports).

»  DIN rail mounting or wall mounting.

1.4 Technical Parameter

Parameter Description

Processor Clock speed 800Mhz
System Storage 128MB

Flash Memory 64MB

Input Voltage DC 9~36V
Power -

Power Consumption | Normal: 70mA@12V, Max: 168mA@12V
Supply — , , ,

Wiring Anti-reverse connection protection

Specification 2 x RJ45, 10/100Mbps, adaptive MDI/MDIX
Ethernet -

) ESD: +6kV(Contact), +8kV(Air)
Port Protection
EFT: 1kV, 5kHz
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QTY 6CH RS485/RS232
Baud Rate 2400bps-115200bps
Data Bit 7,8
) Parity Bit None, Even, Odd
Serial Port
Stop Bit 1,2
ESD: +6kV(Contact), £8kV(Air)
Protection SURGE #1kV, 8/20us
EFT: 1kV, 5kHz
QTY 1
SIM Card o Drawer type, support 1.8V/3V SIM/UIM
Specification
Slot card(NANO)
Protection Built-in 15KV ESD protection
QTY 1xMini USB
USB Port ] Over current protection; ESD +6kV
Protection ]
(contact), £8kV (air)
Antenna QTY 1
Antenna Type SMA Hole
GSM/EDGE:900,1800MHz
) WCDMA:B1,B5,B8
L-E Version
FDD-LTE:B1,B3,B5,B7,B8,B20
TDD-LTE:B38,B40,B41
GSM/EDGE:900,1800MHz
WCDMA:B1,B8
L-CE Version TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
4G TDD-LTE:B38,B39,B40,B41
(Optional) ] WCDMA:B2,B4,B5
L-A Version
FDD-LTE:B2,B4,B12
GSM/EDGE:850,900,1800MHz
WCDMA:B1,B2,B5,B8
L-AU Version
FDD-LTE:B1,B3,B4,B5,B7,88,B28
TDD-LTE:B40
) WCDMA:B2,B4,B5
L-AF Version
FDD-LTE:B2,B4,B5,B12,B13,B14,B66,B71
GSM:900,1800
CAT-1 Version FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,839,B40,B41
GPS Antenna QTY 1
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(Optional) Antenna Type SMA Hole
Tracking Sensitivity > -148 dBm
Flat Position
o 2.5m
Precision
Protocol NMEA-0183 V2.3
PWR Always on when device powered on
RUN Flickering when system running
Off when system shutdown
Indicator Flickering when Ethernet communication;
LINK Always on when 4G or WiFi communication;
OFF when Ethernet, 4G, WiFi are
all disconnected.
Internet Protocol IPV4, TCP/UDP, DHCP, DNS, etc
IP Retrieving Static IP/DHCP
Transparent
o Support
Transmission
DNS Support Domain Name resolution
Software . .
_ ) PC software configuration, support WIN XP,
Configuration
WIN 7, WIN 8 & WIN 10
Network Cache Transmitting: 8Kbyte; Receiving: 8Kbyte
Login Package Support custom login package
Heartbeat Package Support custom heartbeat package
MTBF =100,000 hours
IEC 61000-4-2 (ESD) Level 3
Others EMC IEC 61000-4-4 (EFT) Level 3
IEC 61000-4-5 (Surge)Level 3
Others CE, FCC
) Working -40~55°C, 5~95% RH
Environment
Storage -40~85C, 5~95% RH
Housing Material Plastic
. 40%x83x110mm/30x83%110mm
Size
(LxWxH)
Others -
Protection IP30
Net Weight 171g9/133g
Mounting DIN Rail Mounting/Wall-mounting
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1.5 Model Selection
Model | WAN LAN RS485 Uplink Downlink
BL100 1 1 2
MQTT Modbus RTU
BL100P 1 1 6
BL101 1 1 2 Modbus RTU,
MQTT
BL101P 1 1 6 Modbus TCP
BL102 1 1 2 Modbus RTU,
MQTT Modbus TCP,
BL102P 1 1 6
PLC
BL103 1 1 2 Modbus RTU,
OPC UA Modbus TCP,
BL103P 1 1 6
PLC
BL104 1 1 2 OPC UA, MQTT, | Modbus RTU,
Modbus RTU, Modbus TCP,
BL104P 1 1 6
Modbus TCP PLC
BL110 1 1 2 OPC UA, MQTT, Modbus RTU,
Modbus TCP, Modbus TCP,
BL110P 1 1 6 Modbus RTU PLC

Note: The 2 serial ports version supports a maximum of 10 devices and 512 data

points; the 6 serial ports version supports a maximum of 50 devices and 4000 data

points.

The default version is Ethernet communication, 4G version followed by L, GPS
version followed by LG, WiFi version followed by W, e.g. BL110PL, BL110PLG,

BL110PW.

Model WAN LAN CcCOoOM WiFi | 4G | GPS
BL110 1 1 2 x x
BL110L 1 1 2 \ x
BL110LG 1 1 2 v \
BL110W 1 1 2 x x

1.6 Supported Protocols
Downlink
Brand Connection Protocol
Modbus COM Port Standard Modbus RTU OK
Page 13 of 141 Shenzhen Beilai Technology Co., Ltd V1.0
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Ethernet Port | Standard Modbus TCP OK
COM Port S7-200 full series PLC OK
S7-200SMART full series PLC OK
S7-200SMART full series PLC OK
Siemens S7-300 full series PLC OK
Ethernet Port | S7-400 full series PLC OK
S7-1200 full series PLC OK
S7-1500 full series PLC OK
FX1S series, FX2N series OK
COM Port FX3S series, FX3U series, Expansion
board RS232/485BD
Mitsubishi Q series(Q03UDE, Q04UDEH, OK
Ethernet Port QO6UDEH, Q10UDEH, Q13UDEH,
Q20UDEH, Q26UDEH, Q002UD), L
serials(L02, L26-BT), FX5U serials
OMRON COM Port CJ/CS/CP/CP1H/CP1L serials OK
Ethernet Port | CJ/CS/CP/CP1H/CP1L series OK
Delta COM Port DVP series OK
Uplink
Protocol Description

Transparent Transmission

Only support COM port transparent transmission

Modbus RTU to Modbus TCP

Yes, support Modbus RTU to Modbus TCP

Modbus TCP

Can only be server via Ethernet port

OPC UA

Can only be server via Ethernet port

Custom MQTT

Currently only support “BLIIOT Cloud”,
“Thingsboard”, “Sparkplug B” JSON data format

HUAWEI loT Support Private Key/Certificate connection

AWS Support

Alibaba loT Support Private Key/Certificate connection

ThingsBoard Support ThingsBoard cloud, Select ThingsBoard
data module in custom MQTT

Modbus RTU Support

BLIloT Cloud Support Modbus and MQTT
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2 Hardware Introduction

2.1 Outline Dimension

-BL10X
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2.2 Power Input

(17 A
Gateway ()

LINK

1 channels of 9~36VDC power input with reverse connection protection
DC V+ is positive, GND is negative, and PGND is ground.

2.3 SIM Card

When inserting/removing a SIM card, make sure the device is turned off.

Make sure device is placed flatly like above picture when inserting or removing SIM
card.

Page 16 of 141 Shenzhen Beilai Technology Co., Ltd V1.0



“ >~ ° Industrial loT Gateways
(BLIioT y

MAKE IIOT EASIER

2.4 Debugging

-BL10X

DEBUG is program debugging port.

2.5 4G and GPS Antenna

RUN
PWR

ot -
Gatewsy (D)

()

DC Vs
| oD

|~} PpaND ¢

2.6 LED Indicator

Connect 4G Antenna

Connect GPS Antenna

LED Indicator Introduction

RUN

PR ) LN
loT ~

T ) PWR

(] RUN

Status Description
Power Always ON Power on
Supply OFF Failure
) Flickering Device is running
Running -
OFF Failure
. ) Ethernet
Flickering L
LINK Ethernet, communication
4G, WiFi | Always ON 4G or WiFi is working
OFF Failure
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2.7 Reset

= B

After the gateway operates normally, press and hold the Reset button continuously for
about 10 seconds until the RUN indicator goes out, at which time the gateway
restores the factory default settings if it restarts automatically.

2.8 COM Port

RS485 or RS232
Im A Description
cateway (D) 1 RS485(A)
: = COM1
2 RS485(B)
3 GND RS485(GND)
4 RS485(A)
COM2
5 RS485(B)
6 RS485(B)
COM3
7 RS485(A)
8 RS485(B)
COM4
9 RS485(A)
10
” GND RS485(GND)
12 RS485(B)
COM5
13 RS485(A)
14 RS485(B)
COM®6
15 RS485(A)
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2.9 WAN Port and LAN Port

RUN
PWR J ) LINK

loT .

Gateway (D)
= k?' Ethernet Port
E Indicator | Color | Status Description
Always ON | 100Mbps mode
Speed Green
OFF 10Mbps mode

Always ON | Connected

LINK Yellow | Flickering Transmitting data

OFF Connection disconnected

3 Mounting

The gateway supports wall-mounting and DIN-rail mounting.

4 Configuration

4.1 Login to Configuration Software

Connect BL110 to a router or switch through WAN port with standard direct network
cable or cross network cable, and the IP of router or switch can’t be the same as
gateway BL110 IP 192.168.3.1, WAN and LAN ports cannot be on the same LAN,
make sure the BL110 gateway and computer are on the same LAN.If it's necessary to
connect the gateway to PC directly, use standard cross network cable to connect
through BL110 LAN port. (If BL110 is connected to PC directly, PC IP must be
specified to 192.168.3.1 as default LAN IP of gateway is 192.168.3.1 from factory
setting, You need to set the IP address, subnet mask, gateway, and DNS when you
assign an IP to your computer).

Note: WAN port IP is retrieved automatically, LAN port IP is 192.168.3.1
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Connect to a router or switch, or connect directly as follows: (choose one connection
method)

BL110 Connect to a router or switch

BL110 Connect to PC

RJ45 -
E RJA5 % - [
= = ] RJ45 LS
Gateway of router cannot be 192.163.3.1
Assigned IP 192.168.3XXX
- -

4.1.1 Open Configuration Software

&5: BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0 - 09 X
D& 2o @# 2 ©® © O B W @ a
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log EPSZ Help About

4.1.2 Search for loT Gateway

Click "Search" and all devices in the same local area network with the PC will
appear. For example, WAN port is connected to the switch, PC and gateway are in
the same local area network, and the gateway whose IP is 192.168.1.131 will be
found. If there is no device found, please make sure gateway and computer is in the
same local area network, and the computer UDP broadcast is normal. If the device
cannot be found because of the computer network environment issues, you can
enter the IP in the "IP" bar, click connect, login.

Changing the computer IP or gateway requires closing the configuration software
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and reopening it. Changing the gateway on the loT gateway's network port also
requires closing the configuration software and reopening it.

i+ BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 - 3 X
M 7 1 =t 4 3
D24 2 2 @ ' ®@ O B W ® a
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 32 Help About
Device Selection X
Model P Name Version
BLT10P 192.168.2.117 Beilai Gateway V224

Please double-click or enter the IP address to connect

Device IP Connect

Refresh

4.1.3 Connecting to loT Gateway

Select the gateway device you want to configure, double click, (Example: double click
on the loT gateway with IP: 192.168.1.167), and enter the loT gateway configuration
interface. Because the network environment of the computer does not show the
device, you can enter the IP to log in.

<% BLIloT BeiLai Industrial Gateway www.BLIloT.com V2.0 -0 X
T = 7 ] E: it .
O oL A 5 ® O B W@ a
Search. Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 3 Help About
Bl g%,BL110P
GEICOMT
EEICOM2
fEIcoMa Name Value Cloud Status Port Device Name Status
ECOM4 Name Beilai Gateway MQTT Client [ ]
ECOMS Time 08:03:04 01/01/2005 MQTT Client I )
EICOMS Model BL110P Ali loT ®
Version v2.24 HUAWEI loT ®
[ZILAN
4G Module NULL AWS IoT )
ZWAN -
IMEI NULL BeiLai loT )
- Edven Signal Strength NULL (Normal:14-31) BeiLai Modbus IoT ®
@ 0penVPN operator NULL
i Alarms SIM ICCID NULL
EéTasks SIM Status Failed
B S petaservices BLRMS Enable 1 Hour False
| BLRMS Enabled False
I @ Pass Through
[ — 2210
Modbus RTU=TCP
| @ Modbus Refresh
! @ Modbus TCP Server
Lgorcua
E- & Cloud
|- @mart ciient
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4.2 Configuration Software Introduction
4.2.1 System Function
&5: BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0 -3 X
DY 2 2 @& & @®© © O B ® @ d
S?g[ch Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 32 Help About
Bl g5,BL110P
GEICOMT
EEICOM2
EICOM3 Name Value Cloud Status Port Device Nam: Staty
€ZICOM4 Name Beilai Gateway MQTT Client [ ]
EEICOMS Time 08:03:04 01/01/2005 MQTT Client Il ®
EICOMB Model BL110P Ali loT ®
Bu e s -
@WAN IMEI i NULL Baila\cl'cT
B @VPN Signal Strength NULL {Normal:14-31) Beilai Modbus loT :
L OpenvPN operator NULL
i Alarms SIM ICCID NULL
EéTasks SIM Status Failed
B @DalaSeNices BLRMS Enable 1 Hour False
| @PassThrough :.RMS Enabled ZE\je”%
[~ @Modbus RTUSTCP o
! © Modbus TCP Server
L gopc ua
E-&Cloud
[-@mart cient
System
Function Description
Search Search for all protocol gateways in the same local area network
Clear Open a new default configuration file
Import Import gateway configuration file
Export Export gateway configuration file
Read Read logged-in loT gateway configuration parameters
configuration
Save all configuration parameters by click "write configuration". Make
Write sure to click "write configuration" every time after modifying the
configuration | configuration. The setting will be valid after device restarts
automatically.
Monit Monitor the value of the data point of the currently connected device,
onitor
and the data in the "Value" item of the display data point page.
BLRMS Remote Configuration
Reboot Reboot the device
Logs of system operation. If something goes wrong with the loT
Log gateway, you can click Save Log File and send this file to the email
address prompted inside.
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English Change language to English
Help Under development
About Version, Time, Firmware upgrade
Basic Information

Function Description
Name The default is BeiLai Gateway, which can be customized.
Time Local time when reading the gateway
Model Gateway model
Version Gateway version
4G Module 4G module model. If it’s null, it means no 4G module
IMEI Device IMEI code

Signal Strength

4G module signal value. If it’s less than 14, it means weak
signal. Full signal value is 31

Operator SIM card operator
SIM ICCID Read SIM card ICCID

"OK" means the SIM card is successfully registered,
SIM Status

"Failed" means it is not registered

BLRMS Enable 1
Hour

"True" if enabled for one hour, "Failed" if not

BLRMS Enabled

Enabled is "True", not enabled is "Failed"

Memory Usage

Memory usage

CPU Usage CPU usage

Disk Usage Disk usage

WAN RX Number of packets received at WAN port
WAN TX Number of packets sent by WAN port
LAN RX Number of packets received at LAN port
LAN TX Number of packets sent by LAN port
COM1 RX Number of packets received at COM1
COM1 TX Number of packets sent by COM1
COM2 RX Number of packets received at COM2
COM2 TX Number of packets sent by COM2
COM3 RX Number of packets received at COM3
COM3 TX Number of packets sent by COM3
COM4 RX Number of packets received at COM4
COM4 TX Number of packets sent by COM4
COM5 RX Number of packets received at COM5
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COM5 TX Number of packets sent by COM5
COM6 RX Number of packets received at COM6
COM6 TX Number of packets sent by COM6
Cloud Platform
Function Description
. Green light means MQTT Client is connected, gray means
MQTT Client o
MQTT Client is not connected.
) Green light means MQTT Client Il is connected, gray
MQTT Client Il _ _
means MQTT Client Il is not connected.
Al loT Green light means Ali |oT is connected, gray means Ali loT
ilo
is not connected.
Green light means HUAWEI |oT is connected, gray means
HUAWEI loT
HUAWEI loT not connected.
Green light means AWS loT is connected, gray means
AWS loT .
AWS loT is not connected.
Beila loT Green light means Beilai MQTT Client is connected, gray
eilai lo
means Beilai MQTT Client is not connected.
o Green light means Beilai Modbus cloud is connected, gray
Beilai Modbus loT o )
means Beilai Modbus cloud is not connected.
Green indicates gateway is communicating with slave
Device Online Tip devices
Box Gray indicates gateway fails to communicate with salve
device
Refresh Refresh basic information of gateway

4.2.2 Advanced Settings

The private network setting is to allow a private Ethernet or 4G network to set the IP

that can be used or the server that can be connected. If it is a normal Ethernet or 4G

network, there is no need to set it.
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“#. BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -3 X
HDe p o @a x @ O O B W ® G
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About
EZIWAN Advanced Settings
“K' 4G -Private Network ——————— - Network Diagnostics
E] @VPN Private Net.work NULL 10215811 ®
L @openven Keopkets R Device Name Status
i Alarms NTP Server cn.pool.ntp.org
s g:si jDevic.e Waiting: :45 settings
ataServices
|- & pass Through Online Time () 50 Enableac @
| @ Modbus RTUSTCP
i @ Medbus TCP Server -Password ~Gateway Platform
_g@oec ua
B &Cloud
| & MQTT Client Default Password : 123456 BLRMS Enable () Enable 1 Hour(_J
! @MQTT Client Il Old Password URL my-rtu.com:7901
i @AHlOT New Password User Token
[-@HUAWE loT
i DAWS loT !
|- @ 8eiLai loT
| BeiLai Modbus loT
Advanced Setting
Function Description
. Choose from "WAN" and "4G" according to
Private ) o ]
) your needs, and only configure it with a private
Private network
network.
network - -
Keepalive IP | Dedicated IP that can be used
NTP Server Dedicated connected NTP server
Network diagnostic auxiliary functions, such as:
Ping gateway IP connected to the gateway
Network Bi port, you can determine whether the LAN
. . Ing .
Diagnosis connected to the loT gateway port is normal or
not, enter the IP of the gateway and click the
Ping button, the green color represents normal.
Device .
. Online
Waiting(Slav ]
Time(s)
e)
Oid Enter old password
Password
Password
New Enter new password
Password
BLRMS BLRMS function is always available.
Gateway
Enable
Management X
BLRMS BLRMS function can be used for one hour.
Platform
Enable 1
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Hour
Remote server IP and port, e.g.

URL
my-rtu.com:7901

User Token Get it at the BLRMS web site

_ This switch needs to be turned on when using
4G Setting Enable 4G ] ]

4G network, only available for 4G version.

4.2.3 COM Port

All 6 COM Port configuration is the same. Take the COM1 configuration as an

example.

4.2.3.1 COM Port Attribute Configuration

Double click COM1 to open COM Port Attribute configuration box.

“iz: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0

-0 X

PDalsl e s @ © O B ®® @ d
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 3 Help About
= EZ'&BL”UPLG Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EEICOM2
EICOM3 Serial Port Settings
EICOM4 Mode Selection Collection
ECOMS ~Protocol Settings
EZCOM6 Device Brand Modbus
EILAN Device Model MODBUS_RTU [ =
ZWAN
iRhag Serial Port Settings
EI VPN Baud 9600 Data Bits 8
@ OpeaV/PN Stop Bit 1 Parity Bit | None v
]j‘gA\aIms
L:c:;Tasks T
= @DataSer\/ices
| €0 Pass Through
|- @Modbus RTU=TCP
@ Modbus TCP Server
oPc UA
B & Cloud
Serial Port Setting
Function Description Default
. Select from "Collection", "Pass Collection
Mode Selection W .
through”, "Modbus RTU to TCP
Device Select from "Modbus", "Mitsubishi", Modbus
Brand "Siemens","OMRON","DELTA"
Protocol - . .
. Device Select slave device according to Modbus RTU
Settings
Model selected brand
Polling Device command interval time and Polling
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Interval device return timeout time, click the Interval: 20ms
And Time | button next to the device model to set | Timed out:
out it. 200ms
Select from “1200”, “2400”, “4800”, 9600
. Baud Rate | “96007”, “19200”, “38400”, “57600”,

Serial “115200”

Port Stop Bit Select “1Bit” or “2Bit” 1Bit

Settings
Data Bit Select “7Bit” or “8Bit” 8Bit
Parity Bit Select “None”, “Even” ,“Odd”. None

OK Confirm COM configuration

Cancel Cancel COM configuration

4.2.3.2 Add COM Port Device

Right click COM1 and click Add to add device. Device configuration box will pop up.
For the added device, double click it to show device configuration information. Right
click to delete device.

The byte order of the configuration data points is also set here

Note: The 2 COM ports support a total of up to 10 devices and 512 data points to be
collected; 6 COM ports support a total of 50 devices and 4002 data points.

“>- BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -3 X t

Papo 4 & @® © O B o @ a

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log X Help About

=] {E‘AEU 10PLG Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

Add
EEICOMZ T

E=ICoM3
EICOM4
EEICOMS
EEICOMse
GILAN
ZWAN
Wac
B Edven
£ OpenVPN
ﬁ;Alarms
(@ Tasks
B & Dataservices
€ Pass Through
@ Modbus RTU=TCP
£ Modbus TCP Server
@OPC UA
E-&Cloud
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D86 0 8 @ EF @ O 0O

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot

-BL10X

-8 x

B @ G
32 Help About

] g3, BLI10PLG Varisble Name Address Type Address Value Unit  Datatype

GEICOM2
EEICOM3
GEICOM4
EZICOMS Device Information
GEICOM6
@uw e
E)WAN

iplaG Slave ID 1
= @VPN 16-bit Data Type AB

| 0penveN 32-bit Data Type ABCD

Device Name

P

i Alarms Wirite Function Code 15/16

EéTasks
[} & pataservices
| @ Pass Through

[~ @Modbus RTUSTCP
| @ Modbus TCP Server
L @orcua

& Cloud

Map Address Ratio

- (er2: BLIIOI BEILal INausTrial bateway WWW.BLIIO 1.com VZ.U

DA D 2 A & © © O B

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log

- U X
B @ a
$3Z  Help About

= EZ’ABL”OPLG Variable Name Address Type Address Value Unit Data type
E-&acomt
: Delete |
comzr————
EICcoM3
EACOM4
EICOMS
GACOM6
| fRILAN
¢ RIWAN
W
B Edven
L @0penveN
Ty Alarms
E(!,Tasks
= @DalaSemices
{ @ Pass Through
- @Modbus RTU=TCP
} @ Modbus TCP Server
Lg@orcua

Map Address Ratio |

Note: Device attributes are set according to the selected protocol. For example,

device brand is Modbus, set attributes as below.

Device Information

Function Description

Default

Device Name Name the device

Modbus communication
Slave ID )
address of the device

Device 16-bit Data Type Select “AB” or “BA”

AB

Select “ABCD”, “DCBA”,
“‘BADC”, “CDAB”

Properties _
32-bit Data Type

ABCD

Write function code | Select from 05/06, 15/16

15/16

Page 28 of 141 Shenzhen Beilai Technology Co., Ltd

V1.0



7>~ ° Industrial loT Gateways

BLIIOT
MAKE IIOT EASIER -B L1 OX
OK Confirm device configuration
Cancel Cancel device configuration

4.2.3.3 Add COM Port Device Datapoints

Click device name and then right click the box on the right, then click Add to configure
data points. The M.XXX in the brackets of the mapping address on the configuration
software represents the PLC Modbus address, and the value outside of the brackets
represents the Modbus address.

Right click "Add" to add the next data point. You can also right click to delete the data,
or double click the data point to edit the data.

You can add data points by importing and exporting Excel file. First, create some data
points to export, the configuration content of the Excel file is the same as the
information configuration principle of the data point configuration box. The variable
name, variable label, mapping address, and collection address can not conflict.

“iz: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -9 X

a6 2 2 @4 A ©® © O B w @ q

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 32 Help About

= FZ’&B“ 10PLG | Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

O &comt

GEICOM2
GEICOM3
GEICOM4
EEICOMS
GEICOM6
(ZILAN
E)WAN
NI | Add
B Even Delete
= e Import Excel File
ﬁgmalms
L:éTasks
[} B Dataservices
| Pass Through
|~ @ Meodbus RTUSTCP
@ Modbus TCP Server
§OPC UA

Export Excel File
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Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot L

pary
[§=1]
V2

O

Industrial loT Gateways

]

o
[=}

-BL10X

= X

& @ da
i Help About

] g3, BLI10PLG
B EIcoM1

EEICOM2
EICOM3
EEICOMA4
GEICOMS
EEICOM6
[ZILAN
ZWAN
“A"4G
[ E9veN
g openven
ﬁ‘gAlalms
EéTasks
= @DataSer\/ices
I @ Pass Through
|6 Modbus RTU=TCP
i € Modbus TCP Server
Lg@opc ua

Variable Name

Address Type

Address

Value Unit

Data type Varibale Key Map Address Ratio

Variable Name
OCT/DEC/HEX
Address Type
Data type
Read/Write

Map Address

Variable Properties

TAGOD1
Decimal
01 Coil Status(0x}
baol
Read/Write

0

Varibale Key

Address
Add Number
Ratio

Variable Unit

*02, O4TIEERRRiE*

REGOO1

Variable Name
OCT/DEC/HEX
Address Type
Data type |
Read/Write

Map Address

Variable Properties

TAGOO1
Decimal
01 Coil Status(0x)
bool

Read/Write

Varibale Key

Address
Add Number
Ratio

Variable Unit

REGO01

Frmni

*02, O4TheeisHiE*

| OK ||Canr:e||

Variable Properties

Function

Description

Variable Name

Name of Added Datapoints

Variable Key The MQTT identifier of the datapoints
OCT/DEC/HEX Select from "decimal", "octal", "hexadecimal"
Select the register type of the device, different protocols display
Address Type _
differently
Address Address of the collected data point

DB block address

Only PLCs that support DB blocks need to be configured for
this. Address type is selected from "DBX", "DBB", "DBW",

"DBD", If the DB block data point is "DB1.DBD4", then fill in "1".
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Add Address offset of DB block, such as DB block data point
ress
"DB1.DBD4" fill in "4", "address type" select "DBD DBD".
Select from Boolean, 16-bit unsigned integer, 16-bit signed
Data Type integer, 32-bit unsigned integer, 32-bit signed integer, 32-bit

single precision floating point

Add Number Datapoint Quantity

Read-Write Type | Select from “read only”, “read and write”

Rat Only numeric data can be set, data can be magnified or minified
atio

with certain ratio before sending to cloud

Address in Gateway where datapoints are stored.
Map address Boolean: 0~2000 addresses, Numeric: 0-2000 addresses.
Each register address space is one character

Variable unit The unit of the data point, fill in as needed, not required.
OK Confirm datapoint setting
Cancel Cancel datapoint setting
“%. BLIOT Beilai Industrial Gateway www.BLlloT.com V2.0 —- B e
D4 8 @& A @ © O B ™ ® G
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log $i  Help About
Bl sk BL110pLc [ variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratio
B Ecom | TAGo01 :oﬂircui\ smus(cm W‘;dd bool REG0O1 0{M.000001) 1
elet
EEICOM2
EICOM3
EEICOMA4
GEICOMS
EEICOM6
(ZILAN
EIWAN
UA),;G
[ Egven
@ OpenVPN
ﬁ‘.‘,malms
@Tasks
= @ DataServices

| Pass Through

@ Modbus RTUSTCP

@ Modbus TCP Server
@ OPC UA

Select datapoint and right click it to delete datapoint. Double click datapoint to edit it.

4.2.4 LAN Port Introduction

4.2.4.1 LAN Port Attribute Configuration

Double click LAN port to enter setting page. Factory default IP of LAN is 192.168.3.1.
Auto IP address distribution and routing functions are disabled by default.

Note: If LAN port is connected to switch, the IP of all devices connected to switch
must be the same as LAN port IP.
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Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot \;}

-BL10X

-0 X

W™ @ d
3 Help About

Variable Name Address Type Address Value

EEICOM4
EEICOMS
EEICOM6

EWAN Ethernet Settings

4G
1 Edven
 OpenVPN
ﬁ‘gmalms
E‘gTasks
= @DataSemces
|60 Pass Through
|- @ Modbus RTU=TCP

DHCP( ) Routing Enabled(_ I

IP Address 192.168.3.1

Subnet Mask 255.255.255.0

MAC Address 08:00:27:ch:ac:72

. & Madbus TCP Server
L g@opc ua
= &Cloud
|- @marT client
|- @ MQTT Client I
I @Al loT
| @ HUAWEI 10T

nit

Data type

Varibale Key

Map Address Ratio

LAN Port Configuration

Function

Description

DHCP

Green indicates auto IP distribution for LAN is enabled
Gray indicates auto IP distribution for LAN is disabled

Routing Enabled

Green indicates that routing is enabled on the LAN port
Gray indicates that routing is disabled on the LAN port

IP Address LAN port IP Address
Subnet mask LAN Port subnet mask
MAC Address LAN port MAC

OK Confirm LAN port Setting
Cancel Cancel LAN port setting

4.2.4.2 Add LAN Port Device

After configuring LAN port attribute, right click LAN and click Add to configure the LAN

port device.

The LAN port can be connected directly to a slave device or to a switch to collect

connected devices on the switch.
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0 X

o =

Lo

A ® © e a

i Help About

[=}

EEICOM4
EEICOMS
EEICOME
E)WAN hod
('A"“G
1 E3veN
L 0penvPN
ﬁ‘;malms
EéTasks
[} EDataservices
9 Pass Through
© Madbus RTUSTCP
@ Modbus TCP Server
§OPC UA
E & Cloud
|-@mart client
@ MQTT Client Il
§AliloT
[ @ HUAWEI IoT

Variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratic

~

1

P a P o

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot

: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0

0 X

Log

i ®

& @ a
i Help About

O

EEICoM4
EEICOMS
EEICOME

E)WAN
('A"“G
1 E3veN
L@ openven
ﬁ‘;malms
EéTasks
[} EDataservices
! 9 Pass Through
|- @ Modbus RTU=TCP
i @ Modbus TCP Server
g opc ua
E- & Cloud
@ MQTT Client
£ MQTT Client Il
§AliloT

|
[
|
|
|
[
|- @HuAwEl loT

Variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratic

Device Information

Device Name
Device IP
Device Port

Device Brand Modbus

Device Model MODBUS_TCP = l:l

- Device Properti
16-bit Data Type AB
32-bit Data Type ABCD

Write Function Code 15116

LAN Port Device Configuration

Function

Description

Device Name

LAN Port Device Name

Device IP

Set IP Address of LAN port device, the device's IP address
and the LAN's gateway are on the same LAN. If not, change
the IP address of the device or the gateway setting of the LAN
port. To change LAN port configuration, it will not take effect
until restart after power off.

Device Port

Set LAN device port

Device Brand

Select from Modbus, Mitsubish, Siemens, OMRON

Device Model

Select device Model

Polling interval

Command interval time and device return timeout time, click
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and Time out the button next to the device model to set it.

16-bit Data Type Select from “AB” or “BA”, only configure it if Modbus is
selected as device brand.

32-bit Data Type Select from “ABCD”, “DCBA”, “BADC” or “CDAB”, only
configure it if Modbus is selected as device brand.

Write function code | Select from "05/06", "15/16"

OK Confirm LAN port device setting

Cancel Cancel LAN port device setting

4.2.4.3 Add LAN Port Device Datapoints

The procedure to add LAN Port device datapoint is the same as that of adding COM
port device datapoint. ID of the Modbus TCP device is configured in the data point
configuration box.

Refer to Add COM Port Device Datapoints

~

“%: BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0 -9 X

Po P & A @ ©® O B ® @ a

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About

oM | Variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratic

EEICOMS

EEICOME
EHE@LAN

Variable Properties
EWAN
W46

& &Even OCT/DEC/HEX Decimal v Slave ID 1

| & OpenVPN Address Type 01 Coil Status(0x) v Address

Variable Name TAGO02 Varibale Key REGO02

1i§ Alarms Data type bool v Add Number 1
EC:)T“"S Read/Write Read/Write v Ratio
= @DataSemces
9 Pass Through
|- Modbus RTU=TCP *02, OATEERANS
I €9 Madbus TCP Server
L@opcua
= &OCloud
I ©MQTT Client
[ @ MQTT Client Il
l-@aiito1

Map Address 1 Variable Unit

4.2.5 WAN Port Introduction

4.2.5.1 WAN Port Attribute Configuration

Double click WAN to enter WAN Port Attribute configuration box.
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Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log

-BL10X

Sl

& @ da
i Help About

EEICOM4
EEICOMS
EEICOME
EHELAN
L @lan1

U
B Edven
g openven
ﬁ‘gA\alms
EéTasks
= @DataSemces
| 9 Pass Through
i © Modbus RTUSTCP
i €9 Madbus TCP Server

Variable Name Address Type Address Value Unit  Datatype Varibale Key

Ethernet Settings

auto P@D)
a2

IP Address

Subnet Mask
Gateway
MAC Address

DNS

Map Address Ratic

L g@opcua
B &Cloud
i @MQTT Client
{-@MQTT Client I
@ aiitor
WAN Port Attribute Configuration
Function Description
Gray indicates: Specify IP
Auto IP y o P y )
Green indicates: Obtain |IP automatically.
IP Address Current IP Address of WAN Port
Subnet Mask Current WAN Subnet Mask
Gateway Current WAN Gateway Address
MAC Address | WAN port MAC address
DNS Current WAN port DNS server
OK Confirm WAN port setting
Cancel Cancel WAN port setting

4.2.5.2 Add WAN Port Device

Right click WAN and click Add to enter device configuration page. The WAN is

connected to the switch to collect devices on the switch.
Note: Total 50 devices can be connected through LAN and WAN.
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Variable Name Address Type Address Value

EEICOM4
EEICOMS
EEICOME
EHELAN
L @lan1

e
B Edven
g openven
ﬁ‘gA\alms
EéTasks
= @DataSemces
! 9 Pass Through
i @ Modbus RTUSTCP
i €9 Madbus TCP Server
g@opcua
= &Cloud
[-@marT Client
[~ @MQTT Client I
[-@aiitor

Unit Data type Varibale Key Map Address Ratio

~
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i Help About

Variable Name Address Type Address Value

EEICoM4
EEICOMS

Unit Data type Varibale Key Map Address Ratio

EEICOME
EHELAN
L @lan1

Device Name
Device IP

Device Port

W46
B Edven
g openven

Device Brand Modbus

Device Model MODBUS _TCP

Device Information

<[]

Device Properti

ﬁ‘gA\alms

EéTasks
= @DataSemces
9 Pass Through
@ Modbus RTUSTCP
€0 Madbus TCP Server
©OPC UA

16-bit Data Type AB
32-bit Data Type ABCD

Write Function Code 15/16

B &Cloud
i @ MQTT Client
[-@MQTT Client I
@it

WAN Port Device Configuration

Function

Description

Device Name Name of WAN Port Device

Device IP

IP addresses of devices on the same LAN as the WAN port

Device Port WAN port device Port

Device Brand

Select from Modbus, Mitsubishi, Siemens, OMRON

Device Model Select device Model

Polling interval
Time out

Command interval time and device return timeout time, click
the button next to the device model to set it.

16-bit Data Type
selected as device brand.

Select from “AB” or “BA”, only configure it if Modbus is
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32-bit Data Type Select from “ABCD”, “DCBA”, “BADC” or “CDAB”, only
configure it if Modbus is selected as device brand.

Write function code | Select from "05/06", "15/16"

OK Confirm WAN port device setting

Cancel Cancel WAN port device setting

4.2.5.3 Add WAN Port Device Datapoints

The procedure to add WAN Port device datapoint is the same as that of adding COM
port device data point. ID of the Modbus TCP device is configured in the data point
configuration box.

Refer to Add COM Port Device Datapoints

4.2.6 WiFi Function

“iz: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -89 X
i AN ] - 3
Pa L2 a 1 D O B % @ d
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 32 Help About
EEICOM3
EEICOM4
EEICOMS
EEICOME 4% Wi-Fi Settings — - ”
@ LAN WLAN TES R Status

[EZ]WAN Enable( I Scan for WiFi

[ Egven
|- @ openven
ﬁ‘gmalms
EéTasks
= @DataSeMces
| 9 Pass Through
|~ Modbus RTU=TCP
|~ Modbus TCP Server
_@orcua
B &Cloud
[~ MQTT Client
|- @ MQTT Client I
|- @aloT

Connected network Search for connected WiFi

SSID Signal BSSID Local IP

4.2.7 4G Function

Set the APN of the SIM card, you don't need to set this if the device doesn't come with
a 4G module. It's not necessary to set APN for China mainland 4G network.
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& @ da
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EICOM3
EEICOM4
@)CoMs
CoMe Name Value I Cloud Status Port Device Name Status
AN Name 4G Settings ®
[ WAN Time ®
Model Mainland China does not need to be set. ®
R Version ®
0 1 oV 4G Module Ao e
P el User P
TigAlarms Signal Strengtl Password ®
[BTasks e—
[} & Dataservices SIM ICCID
| @ Pass Through SIM Status
| @Modbus RTU=TCP BLRMS Enable 1 Hour False
i @Modbus TCP Server BLRMS Enabled False
Maman: s 12 10
_gorcua
Refresh
B & Cloud
[-@marT ciient
{-@MQTT Client I
- @aiitot
4G Settings
Function Description
APN SIM card Internet access point
User SIM card user name
Password SIM card password

4.2.8 OpenVPN Introduction

According to the IP address assigned to the client of the gateway by OpenVPN server,

you can enter the IP address of the gateway client directly into the "Device IP" item in

the login interface of the configuration software, and click Connect to log in the

gateway.

¢#: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 s
Da 9 e 4 b © o B ® @ q
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 3 Help About
EEICOM3
@comd OpenVPN
EcoMs (I Enable
EEICOME Na l atus Port Device Name Status
[ZILAN Name Client/Server Client ®
EWAN Time 1P/Domain
(‘A) 4G Maodel fi 1104
= @VPN Moneion TCP/UDP uDP .
| 4G Module
" IMEI TUN/TAP TUN
TigAlarms Signal Stre Authentication Mode: Password Only
[BTasks operator User Name:
[} & Dataservices SIM ICCID Password
| @ Pass Through b Encryption Algorithm AES-256-GCM
[~ @Modbus RTU=TCP BLRNT A
|- @ Modbus TCP Server :TMSE"E Client Certificate File
L @orc ua Clent Key File
3 &Cloud Critupox Siou Al 1zo
[-@mart client
[-@MmaTrT Client 1
@Al loT
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OpenVPN
Function Description

Client/Server

Gateway device as "Client"

IP/Domain The address of the server with which the client establishes an
OpenVPN connection.

Port The TCP/UDP port provided by the server for establishing a
connection, the default is 1194.

TCP/UDP The protocol used in the communication between the client and
the server, and the connection method is selected according to the
server.

TUN/TAP In TUN mode, 3 Layer tunnel is established to realize
point-to-point transmission. In TAP mode, 2 Layer tunnel is
established to implement transparent transmission of IP packets.
Select the connection method according to the server.

Authentication | Select from "Password Only", "Certificate Only", "Password and

Mode Certificate" as required.

User name Username of the client, not required for "certificate only" mode.

Password Client user password, not required for "certificate only" mode.

Encryption Select the data encryption algorithm, and select the connection

Algorithm encryption algorithm according to the server.

CA File Select File to upload, the root certificate provided by the OpenVPN
server.

Client Select File to upload, the client certificate generated by the user

Certificate File

based on the root certificate.

Client Key File

Select File to upload, the key corresponding to the client
certificate.

Compression

Select from "LZQO" and "LZ4" according to the OpenVPN server

Algorithm selection.
OK Confirm OpenVPN configuration
Cancel Cancel OpenVPN configuration

4.2.9 Alarm and Event Configuration

Click "Alarms", move the mouse to the right box, right click, click "Add", to enter

"Alarm and Event" setting box. You can configure the data points, action and the

action to be performed for alarm recovery.
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4.2.9.1 Alarm Point Configuration

JORN-N. Y.

t

t

BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0

® @ O

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot

Log

s

& @ G
i3 Help About

EEICOMS
EZICOME
LZILAN
) WAN
"A’)4G

B EveN
L@ openven

EéTasks
[} & Dataservices
@ Pass Through
€ Modbus RTUSTCP
@ Modbus TCP Server
QOPC UA
B & Cloud
@ MQTT Client
@ MQTT Client |1
@Al loT
@ HUAWEI loT
@AWS loT

Port

Device

Variable Name

Alarm Name

High Limit Low Limit Alarm Type

Jitter Delayls)

Alarm Key

SORN-RI .

Search Clear Import Export

t 4

BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0

@® § O

Read Config. Write Config. Monitor BLRMS Reboot

= @
& @ da
i Help About

EEICOMS
EICOME
LZILAN

=W,

Port

Device Variable Name

Alarm Name

High Limit Low Limit Alarm Type

Jitter Delay(s)

Alarm Key

(lAll 4G
B E3ve
Lg

Alarm Name
Alarm Key
L:éTa
[2iS]hE
g
q
g
g
E-&ald
G

Variable Name
High Limit
Low Limit
Alarm Type

Jitter Delayls)

ALARMOOT

Alarm when closed 6

2

Alarms

Alarm Triggered Execution Action

Alarm Recovery Execution Action

Port Device

Write Point

Write Valut

Port Device Write Point  Write Valut

@AliloT
@HUAWEI loT
@AWS loT
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B g3,BLI10PL Port Device Variable Name  Alarm Name High Limit Low Limit Alarm Type Jitter Delay(s) Alarm Key

[EH-Ez3com1 Add Variable Point

L Variable Type Port Device Variable Name
Collection Point COM1 1 TAGOOT

C D
GE3CO
EEICO
EICO
EEICO
Eya Alarm Key

Ewi Varisble Name

High Limit

kcovery Execution Action

£ Write Point  Write Valut

Alarm Mame

ALARMOOT

“A“ 4G

= VP Low Limit
Lg Alarm Type Alarm when closed

Jitter Delayls) 2

EéTa
E]@Da
¢

|- Modbus RTU=TCP

i @ Modbus TCP Server
L g@opc ua

Alarm and Events Configuration

Function Description
Alarm Name Name of Alarm Point
Alarm Key MQTT identifier of the alarm point

_ Select alarm point and click Add. Data point box will pop up. Click
Variable Name ) ) i
the point to be set for alarm and click OK to confirm.

High Limit High Limit alarm value of numeric data points

Low Limit Low limit alarm value of numeric data points

Alarm Type Select from digital alarm mode: Normally Open or Normally Close
Jitter Delay Within alarm acknowledge time, if data recover to normal value,

no alarm will be triggered.

OK Confirm alarms and events setting

Cancel Cancel alarms and events setting

4.2.9.2 Alarm Event Configuration

Put mouse in "Alarm triggered execution action", right click the prompt box, click "Add"
to enter event configuration box, and set the operation to be performed when the
alarm is triggered. In the same way, put mouse on "Alarm recovery execution action”,

set operations when the alarm release.
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Alarms

Alarm Triggered Execution Action

Alarm Recovery Execution Action

Port Device Write Point  Write Valui || Port Device Write Point  Write Valu
Alarm Name
Alarm Key ALARMOO7 Add
Variable Name Delete
High Limit
Low Limit
Alarm Type Alarm when closed Y
Jitter Delay(s) 2
OK Cancel
“%. BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -3 X
i ) ! -
248 2 2 & s ©® © O B = ® d
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About
B sheLi10pL Port Device Variable Name  Alarm Name High Limit Low Limit Alarm Type Jitter Delay(s) Alarm Key
[ ecoM1
g
M2
ca Alarms
@co Alarm Triggered Execution Action Alarm Recovery Execution Action
@ Port Device Write Point  Write Valui || Port Device Write Point  Write Valut
E3CO
Alarm Name
&g Execution Event
S Alarm Key ALARMOO1
Varisble Name
W - Wite Point Add
[ High Limit
)46 Write Value
= e Low Limit
1 Alarm T Alarm when closed
Lg . arm Type arm when close
Jitter Delay(s) 2
EéTa
= @Da
@
|
|- @ Modbus RTU=TCP
| € Modbus TCP Server
L @opc ua
Event Configuration
Function Description

Write Point

Generate the point name according to the selected data point,

click "Add" to select the data point to be operated. Click on the

data point and click OK

Write Value

Write the value of the data point to be operated, write "1" or "0" for

Boolean, "0" means open, "1" means close.

4.2.10 Tasks Configuration

Left click on "Task", move the mouse to the right box, click the right mouse, "Add" will

pop up, click "Add", to enter task schedule setting box, put the mouse in the box, and

right click to enter the operation box, click "Add", to enter Execution Event box.
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[ EDCoM1
| @1
EDCOM2
EDCOM3
EDCOM4
EZCOMS
EECOM6
[ZILAN
ZWAN
4G
[ E9veN
L@ openven
‘ﬁ‘sAlalms

= DataServices
| €0 Pass Through
| ©Modbus RTU=TCP
| €0 Modbus TCP Server
Lgorc ua

Task

Name

Week

Add
Delete

Time
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=l shBLITOPL Task Name Week
) ECoM1
| @1
EEICOM2
EZCOM2
Tasks
€2C0
Port Device Write Point Write Value
ERCO
Task Name |
EEICOI . -
System Action | NULL v
LAN
g UTC Time:| 00 * | Hour| 00 *~| Min
WA ) Add
“ﬂ\“4G L Morday Delete
AN [] Tuesday
3 [] Wednesday
@ [] Thursday
Trg Alart
Bs [] Friday
[] Saturday
(= Dat
5 ) sunday
@
|“’
@
L@broon T

Time
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Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About
Bl gheLiiopL Task Name Week Time
[EEEcoMi
L Add Variable Point
EDCOM2 i -
Collection Point COM1 1 TAGOO1
EECom=
Tasks
aglele]
Port Device Wi
EECOl
Task Name
alele]
System Action NULL
(ZLAN ) .
UTC Time: 00 “ .
WAl Dl wonde Execution Event
w46 (] Tuesda
Bl ERveN | wite poine [aca]
(4] n Write Value
. [ Thursda)
]j‘gAlal ] Friday
[] Saturdas
EHE0t ] Sy
@
@ —
o B
| @ - | S—
|
Tasks
Function Description

Task Name Name of Tasks

System Action Can set to restart the gateway device regularly. If it is to schedule
other actions, select "NULL" for this item.

UTC Time Set the time for task scheduling, this time is UTC time.

Week Set week to perform the planned task.

Write Point Generate the point name according to the selected data point,
click "Add" to select the data point to be operated. Click on the
data point and click OK.

Write Value Write the value of the data point to be operated, write "1" or "0"
for Boolean, "0" means open, "1" means close.

OK Confirm Tasks setting

Cancel Cancel Tasks setting

4.2.11 Data Service

4.2.11.1 Transparent Transmission

Set COM mode to Pass Through, set COM parameters and then configure

Transparent Transmission parameters. All 6 COM ports can be used for Transparent

Transmission. The configuration procedures are the same. Below is the example of

setting COM2 for transparent transmission: 1. select Pass Through mode in COM2, 2.

configure COM2 attributes, click OK to enter Data Service configuration page.
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Bl 55, BLi10pL Varisble Name Address Type Address Value Uit Datatype Varibale Key Map Address Ratic
] &EcoM1
| @1
GHCOM3 Serial Port Settings
EEICOM4 Made Selection Collection &
cOMS R Collection
5 it d Pass Through i
EEICOM6 . ootborRTg=TcP
Device Brand
AN Modbus RTU SLAVE
Device Model MODBUS_RTU v J
TZWAN
wac S e ;
1 EveN
L@ openveN Baud| 9500 Data Bits F]
f" Al Stop Bit 1 Parity Bit None
Ia arms
EéTasks - e
Cancel
(= DaiaServices “
| €0 Pass Through
[~ ®Modbus RTUSTCP
i € Modbus TCP Server
L g@opc ua
% BLIloT BeiLai Industrial Gateway www.BLIloT.com V2.0 - O X
i ) I = L 2
PopPHo & kA ® O O B @
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About
T © Variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratic
E 1
EDCoM2 Pass Through
EEICOM3 The configuration on this page will take effect only if the serial port is set to the
transparent transmission mode.
EDCOoM4
EZICOMS5 COM comz
EDCOMe TCP Mode TCP Server
EILAN Network Interface WAN
{2 WAN 1P/Domain 192168.1.110
UNETS Port 5000
B VPN ~TCP Client Settings
L& openven
Login Message  ASCII
TigAlarms
Login ACK M ASCII
EéTasks
Heartbeat Mes  ASCII
[} & Dataservices certbest e
| Heartbeat ACK  ASCII
Heartbeat Int 60
|- Modbus RTU=TCP
| @ Madbus TCP Server
|
o
B &Cloud
|- MarT client
Transparent Transmission
Function Description

COM

Select the COM port to be used for pass through, e.g. COM2.

TCP Mode

Select loT gateway as “TCP Server” or “TCP Client”

Network Only set it when Gateway is used as TCP server
Interface Select WAN or LAN

If loT gateway is used as server, it can’t be set but automatically
IP/Domain show selected WAN or LAN IP.

server IP .

If loT gateway is used as client, fill in transparent transmission

Port

If loT gateway used as server, fill in monitoring port
If loT gateway used as client, fill in server port
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Login Data Package of logging in to server, filled in when the loT
Message gateway device acts as a client.

Login ACK Data Package of server response to login, filled in when the loT
Message gateway device acts as a client.

Heartbeat Heartbeat Data Package to keep connection, filled in when the loT
Message gateway device acts as a client.

Heartbeat ACK | Data Package of server response to heartbeat, filled in when the
Message loT gateway device acts as a client.

Heartbeat Cycle time of sending heartbeat package. Default is 60s, filled in
Interval when the loT gateway device acts as a client.

OK Confirm Transparent Transmission setting

Cancel Cancel Transparent Transmission setting

4.2.11.2 Modbus RTU to Modbus TCP

Set COM mode to Modbus RTU to Modbus TCP, set COM parameter and then
configure Modbus RTU to Modbus TCP parameters in Data Service. All 6 COM ports
can be used as Modbus RTU to Modbus TCP. The setting procedure is the same.
Below is the example of setting COM1 as Modbus RTU to TCP: 1. Select Modbus

RTU to Modbus

TCP mode, 2. Set COM port attributes. 3. Click OK to enter Data

Service for configuring Modbus RTU to Modbus TCP.
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B ghBLIT0PL
=}

L
EEICOM2
EICOM3
EEICOM4
GEICOMS
EEICOM6
[ZILAN
WAN
UA),;G

[ E9veN

g openven
ﬁ‘gA\alms
@Tasks

= @DataSer\/ices
| Pass Through

QOPC UA

|~&@Modbus RTUSTCP
|~ @ Madbus TCP Server

Variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratic

Serial Port Settings

Mode Selection Modbus RTU=TCP

Collection

Protocol Settings ——

After setting paramef

AR e Modbus RTU SLAVE

Serial Port Settings

Baud 9600 L Data Bits

Stop Bit 1 Parity Bit None )

|
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B ghBLIT0PL
[} ECoM1
L
EEICOM2
EICOM3
EEICOM4
GEICOMS
EEICOM6
[ZILAN
ZWAN
“A"«#G
[ E9veN
L@ 0OpenveN
ﬁ‘gmalms
EéTasks
= @DataSer\/ices
|~ @ Pass Through

@ Modbus TCP Server
goPc uA

Variable Name

Address Type Address Value Unit  Datatype Varibale Key Map Address

Modbus RTU=sModbus TCP

The configuration on this page will take effect only if the
serial port is set to the Modbus RTU=TCP mode.
COM COM1
TCP Mode TCP Server
Network Interface WAN

Port 5000

Ratio

Modbus RTU to Modbus TCP

Function

Description

COM

Select the COM port, for example COM1

TCP Mode

TCP Server

Network Interface

Select “WAN” or “LAN”

Port

Must fill in port of monitoring

OK

Confirm Modbus RTU to Modbus TCP configuration

Cancel

Cancel Modbus RTU to Modbus TCP configuration

4.2.11.3 Modbus TCP Server

BL10 series loT gateway supports Modbus TCP protocol and provides data as

Modbus TCP server. Modbus TCP server is enabled permanently. Only configure

Ethernet port and monitoring port. The IP address of the Modbus TCP server can be
selected according to the requirements of WAN or LAN. WAN /LAN IP address can be
viewed by clicking WAN/LAN.
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Bl ghBLIToPL Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
[E)-Ezacomi
L
EEICOM2
EICOM3
EEICOMA
GEICOMS
EICOM6 Modbus TCP Server
[ZILAN
EIWAN
(ﬂuG Port 502
[ Egven
@ OpenVPN
TgAlarms
@Tasks
= @DataSer\/ices ‘
| Pass Through
|- Modbus RTUSTCP
l OPC UA
Modbus TCP Server
Function Description
Port Must fill in gateway monitoring port
OK Confirm Modbus TCP Server setting
Cancel Cancel Modbus TCP Server setting

Modbus TCP host computer as a client, collecting gateway data support function code:

Boolean support "01", "05", numerical support "03", "06". 16-bit byte order is AB,

32-bit byte order is ABCD.

The acquisition address depends on whether the host computer fills in the Modbus
address or the PLC Modbus address.(The M.XXX in the brackets of the mapping
address on the configuration software represents the PLC Modbus address, and the

value outside of the brackets represents the Modbus address.)

The configuration of the host computer can be referred to 5.3.2 View Data with

KingView.
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EéTasks
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4.2.11.4 OPC UA

The BL10 series gateway supports OPC UA and provides data externally as OPC UA
server.

The IP address of the OPC UA server can be selected according to the requirements
of WAN or LAN. WAN/LAN IP Address can be viewed by clicking WAN LAN.
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EZICOM3 TAGOO1 01 Coil Status(0x) (] bool REGOO1 0(M.000001) 1

EFDCOM4
GCOM5 OPC UA
EEICOME I erable
EILAN
EWAN
(1A|)4G
[ Egven
|- & openven
ﬁ‘gmalms
E(!)Tasks
= @DataSewices
E 9 Pass Through |
|- @ Modbus RTU=TCP |

i € Modbus TCP Server

Port 4840
(@] Anonymous
User
Password
Security Strateqy none

Certificate

[IE]

PrivateKey

B &Cloud
|- @MaTT Client
[-@MQTT Client I
]

OPC UA

Function Description

Green indicates OPC UA is enabled
Gray indicates OPC UA is disabled. Default is disabled

Enable

Port Fill in the server port, the port must be filled in. Default: 4840
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Anonymous Disable by default. Gray: Enabled, Green: Disabled.

User Fill in the user name

Password User Password

Security Encryption policy. Select “none”, “basic256”, “basic128rsa15” or
strategy “basic256sha256”

Certificate OPC UA certificate, select file to upload

PrivateKey OPC UA encryption key, select file to upload

OK Confirm OPC UA setting

Cancel Cancel OPC UA setting

OPC UA Client configuration refer to 5.3.4 View Data with UaExpert
OPC UA Client datapoints are retrieved by gateway and generated automatically. It's

not necessary to set it. The name of the data point is composed of the device name on
the configuration software and the variable name, and the Node id is composed of the
device name on the configuration software and the data point label of the device.

4.2.12 Cloud Platform

BL10 series gateways can be online in multiple cloud platform simultaneously.

4.2.12.1 MQTT Client

MQTT Client can be connected to cloud with certificate or without certificate.

MQTT Client data format only supports JSON data format of "BLIIOT", "thingsboard",
and "sparkplug b". MQTT data format can be customized. More JSON data format
and customized JSON data format will be supported in the future.

Connect to the ThingsBoard platform, select JSON data format of
"thingsboard-telemetry-gateway". ThingsBoard platform domain name is
thingsboard.cloud.

Connect to a platform that supports Sparkplug B, such as the ignition, select the
JSON data format of "sparkplug b", click the button next to the data template item,
configure the group ID and edge node ID in the configuration box.

MQTT Client supports multiple publishing topics, click "Add" in the publishing topic
item to fill in the publishing topic, and you can view the publishing topic name in the
drop-down box of the publishing topic item. Select the release topic name and click
"Delete" to delete the release topic to be deleted.

MQTT Client also supports the selection of different data points for each publishing
topic to publish. Put the mouse cursor in the right box, click the right button, a prompt
box will pop up, click "Add", a data point box will pop up, click the data point to be
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published, Click "OK". Double-click a data point to view the properties. As shown in
the figure below: The publishing topic "topic" only publishes the data point "TAG001"
of the "device1"of "COM1", and other data points are not published.

The "BLIIOT" JSON data format of MQTT Client and MQTT Client Il is the same as
that of BLIIOT Cloud MQTT. Refer to BLIIOT MQTT Data Format.
"thingsboard-telemetry-gateway" JSON data format, publish and subscribe topic

format refer to the thingsboard official website documentation.

"sparkplug b" JSON data format, publish and subscribe topic format refer to
Sparkplug specification.

Note: The data point box is blank by default, if no data point is selected, all data points
are published. If there are multiple publishing topics, only one publishing topic can be
blank, and other topics must select the published data points, and cannot be left
blank.

=i+ BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 - 09 X

D4 2 2 i D © © O B ®® ® d

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot \;; 32 Help About

= thu 10PL et triress Ty feire: et oTitT AT ATt Rey L s e Lo 1
TAGOO1 01 Coil Status(0x) 0 bool REGOO1 0(M.000001 1
() EcoM1 | 4 )

ZICOM2
GEICOM3
GEICOM4
EEICOMS
GEICOM6
CZLAN
E)WAN
('A?AG
B E9veN
@ OpenVPN
ﬁ}'-‘,A\alms
EéTasks
[} B pataservices
| Pass Through
|-@Meodbus RTUSTCP
@ Modbus TCP Server
g opc ua
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Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log

32 Help About

Ty

EwaN MQTT Client
i e | | _
E]@VPN Customize data reporting count(<=300): 50 Variable Type Port Device Variable Name
| ©0penVeN IP/Demain
ﬁgmalms . Port 1883
E(!)Tasks , CheNnt D
= @IDataSeMces ::;S::: Add Topic
|~& Pass Through
|- @ Modbus RTU=TcA x.500( P Customize MQTT data ()
| @ Modbus TCP Serve el [<]  TopicName
| gopcua Client Certificate File %
B &Cloud Client Key File
i‘;l DatﬁTemplﬂt.e BLIIGT ~] [
| EmaTT Clent 1 SEaE dop
L @aiiior Publish Topic - | [(add]
! @ HUAWE loT Upload Cyele(s) 30
[ @aws o7 Data ission(_J Data Reporting Settings | NULL
|- @ BeiLai loT
| BeiLai Modbus loT]
{8 Advanced Settings H
MQTT Client
Function Description
Enab Green indicates MQTT Client One is enabled
nable
Gray indicates MQTT Client One is disabled
IP/ Domain Fill in IP/Domain name
Port Fill in server port(required), default is 1883
. Client Identifier of MQTT Connecting message.
Client ID o _ ]
Server uses it to identify Client
User Name of MQTT Connecting message.
User Name . o o
Server uses it for ID verification and authorization
Password of MQTT Connecting message
Password _ o o
Server uses it for ID verification and authorization
% 509 Green indicates certificate is enabled
' Gray indicates certificate is disabled
CAFile Select file to upload (Need enable Certificate first)
Client Certificate File | Select file to upload (Need enable Certificate first)
Client Key File Select file to upload (Need enable Certificate first)
Json data format selection, choose from "BLIIOT",
"thingsboard-telemetry-gateway", "sparkplug b", "yundee",
"dl". Default: BLIIOT. Some data templates have special
Data Template ] ) ] ] _
configuration, click the button next to it to configure, such as
the group ID and edge node ID of the "sparkplug b"
template.
_ ) Topic of MQTT subscribing message. After subscribing
Subscribe Topic ) _
server can send message to client for controlling
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Publish Topic

Topic of MQTT publishing message. It's used for MQTT to
identify message channel of sending valid load data.
Wildcard can’t be included in publishing message topic
name.

Click Add to add more public topics.

Click Delete to delete Public Topic

Uploading Cycle

MQTT data publish interval. Default is 30s

Data

Re-transmission

Green indicates offline data will be transmitted once network
recovers; Gray indicates offline data will not be transmitted
once network resumes. Max 100,000 datapoints can be
re-transmitted. If more than that, the previous ones will be
deleted

Data Reporting

Default is blank, means all data uploaded. In the box on the
right, click the right mouse button, click "Add", the data point

Settings ) ) . .

box will pop up, click the data point, and click OK.
OK Confirm MQTT Client setting
Cancel Cancel MQTT Client setting

4.2.12.2 MQTT Client I

MQTT Client Il Configuration is the same as MQTT Client

MQTT Client Il configuration refer to MQTT Client

MQTT Client Il subscribe topic will not be working. MQTT Client Il is used for view

data but not control data from cloud.

MQTT Client Il and MQTT Client“BLIIOT”’JSON data format is the same as that of

BLIIOT MQTT. Refer to BLIIOT MQTT Data Format
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4.2.12.3 Alibaba Cloud

“%. BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0 - O X
P2 a2 & d ©® © O B ® @ a

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log

i Help About

Ty

) WAN «

AliloT

g
B EdveN
| g openven
ﬁgmalms
E(!;Tasks
EHEDataservices
; €0 Pass Through
|- Modbus RTU=TCP
I € Modbus TCP Server
g opc ua
E-&Cloud
I @ MQTT Client
| @ MQTT Client Il

|- HuawE 10T

Authentication Mode

Client Certificate File:

Data Reporting Settings|  NULL

Variable Type Port Device Variable Name

Customize data reporting count(<=300):| 50
Device Secret
Region China(Shanghai)
P
ProductKey
DeviceName
DeviceSecret

CA File

Client Key File

FIEE

Upload Cycle(s) 30

|- Aws loT

I 9 Beilai loT

| & BeiLai Modbus loT
{8bAdvanced Settings

Alibaba Cloud

Function

Description

Enable

Green indicates Alibaba Cloud is enabled
Gray indicates Alibaba Cloud is disabled. Default is
disabled

Authentication Mode

Default is key connection. Select the key or certificate
according to your needs, and choose from "Device Secret"
and "X.509".

Region Select Alibaba Cloud Region, default is China(Shanghai)
IP The IP address of Alibaba Cloud Enterprise Edition, not
required for the public edition.
Set the same ProductKey as the one in Ali Cloud.
ProductKey See below illustration (Device-Click DeviceSecret to view
it)
Set the same DeviceName as the one in Ali Cloud
DeviceName See below illustration (Device-Click DeviceSecret to view
it)o
Set the same DeviceSecret as the one in Ali Cloud
DeviceSecret See below illustration (Device-Click DeviceSecret to view
it)
CAFile Select File Upload(Select Certificate Connection to fill in)

Client Certificate File

Select File Upload(Select Certificate Connection to fill in)

Client Key File

Select File Upload(Select Certificate Connection to fill in)
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Upload Cycle Data publish interval, Default is 30s

) Default is blank box with all datapoints to be uploaded
Data Reporting . , , .
Sefti Right click the box and click Add to select datapoint for

ettings
9 uploading. Click OK to confirm it.

OK Confirm Alibaba Cloud setting

Cancel Cancel Alibaba Cloud setting

Device Certificate

Device Certificate copy

Productkey

DeviceName

Certificate Installation Modes

w Intreduction 1o the unique-certificate-per-desice and unigue-cernificate-per-product modes

Alibaba Cloud device model is under development. Thus datapoint must be added
one by one. MQTT flag must be the same as the one in configuration software. For
example, collect datapoint VW8 of PLCS7-200SMART. MQTT flag in configuration
software is VW8. Then set datapoint as VW8 in cloud. Function name can be different

from variable name in configuration software.

& Public Instance oT Plstiorn / Devices / Products | Product Detsls / Define Festure
Devices ..« Edit Draft
ProductName BLIOCESE Procuctkey v Copy
Detices @ You are diing a daft. You need 1o clck Publish to apply the TSL model
e Import 5L Model Version Histary
Jobs

fntersmodulens Q +  Default Module

CA Certificate
‘ Add Standard Feature Add Self-defined Feature

Default Module

Rules v
Feature Name(al) Identiier 1 Data Type Data Defirition Actions
Maints v +Add Module
""""""""" Value Range: 2147483646 - 214748
ey - o s s Gl
Resource Allocation
Value Range: 2147483648 ~ 214748
e N we we o o I
ik Vi v Value Range: -2147483648 ~ 214748
Link Visual Properties v w4 Int32 Ay 3 Edit | Delete
Documentation and Tools
Value Range: -2147483648 ~ 214748
Properties vz w2 Int32 e o Edit | Delete
Value Range: -2147483648 ~ 214748
Properties vwo vwo Int32 L & Edit | Delete

Boolean value:

Properties ar a7 Boolesn s Edit | Delete
1-7F
S

Preperies P o Booken 0% e | Do

&) Feedback
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| Search Clear Import Export Read Config. Write Config. Monitor Remote Log $13Z  Help About
: =] EhBU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
Ecomi Qo0 a ) bool a0 0(M.000001) none
Qo Q 01 bool a1 1(M.000002) none
EICOM2
Qo2 Q 02 bool Qz 2(M.000003) none
3
EcEN3 Qo3 Q 03 bool a3 3(M.000004) none
EICoM4 Q0.4 Q 04 bool o} 4{M.000005) none
E-E@LAN Qs Q 05 bool as 5(M.000006) none
‘ Qo.6 a 0s bool a6 §(M.000007) none
EWaN Qo7 Q o7 bool a7 7(M.000008} nene
) Vo v 0 uint16 vwo 0(M.400001) 1
AAG
vz vw 2 uint16 Vw2 1(M.400002) 1
| B EveN )
= Va4 vw 4 uint16 Vw4 2(M.400003) 1
@ OpenVPN VWG v 5 uint16 vws 3(M.400004) 1
{1 Alarms Ve vw 8 uint16 vwe 4{M.400005) 1
‘ @Tasks
i [ & Dataservices
i @ Pass Through

@Modbus RTUSTCP
@ Modbus TCP Server
@BAChet/IP
QOPC UA

‘ E-&yCloud

Note: Currently Alibaba cloud device shadow is not supported. Data is written through
online debugging. Multiple data sending is not supported.

4.2.12.4 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate.

It supports multiple service IDs. Click Add to set Service ID. ID can be viewed from the
drop-down list. Click Delete to delete service ID.

HUAWEI Cloud supports uploading certain datapoints of each Service ID. Right click
the box and click Add to enter datapoint dialog box. Select the datapoint to upload and
click OK to confirm it. Double click the datapoint to view its attributes.

Note: 1. Datapoint box is blank in default which means all datapoints will be uploaded.
If there’re multiple Service IDs, only one Service ID datapoint box can be blank.
Datapoints for uploading must be selected for other Service IDs.

2. HUAWEI Cloud device shadow function is not supported. Data is written through

synchronization command.
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D8 2 2 A 2 ©® © ¢ B e a
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About
= Il Variahle Nam, Address Tun Addr. Valu Unit  Data tun Varibale K Man Adrr: Rati
) WAN HUAWEI loT
i <
B} veN O P o Variable Type Port Device Variable Name
I @ OpenVPN Authentication Mode Device Secret 4
5 Alarms IP/Domain
BB Tasts Port 1883
B} Dataservices S
l €0 Pass Through ——
@ Modbus RTUSTCP 5
@ Modbus TCP Server Client Certiﬁc:: ::: %
- @opcuA Client Key File L]
. o =
@marT leent Upload Cyele(s) 30
EMOTTClientl Data Retransmission( M) Data Reporting Settings | NULL
@Al loT
QAWS loT
9 Beilai loT
| & BeiLai Modbus loT
§3% Advanced Settings
HUAWEI Cloud
Function Description
Enabl Green indicates HUAWEI Cloud is enabled.
nable
Gray indicates HUAWEI Cloud is disabled. Default is disabled
o Default is key connection. Select the key or certificate
Authentication ] . ) .
according to your needs, and choose from "Device Secret" and
mode . .
X.509".
Select connecting to HUAWEI Cloud via MQTT to enter
console. Click Overview to get server IP address of device
connection
S HUAWEICLOUD
IP/DOmain 5 Default [Basic] Default
A
D _:U‘ i Access T. Access Protocol (Port) Access Address
=3 I . HITPS (243) )
> omm - o o
Py CoAPS (5634} [m)
& a Device a..  HTTPS (8943) o
G) Doc: ! MQTT (1883 MQTTS (5863 fal
Port Default is 1883, fill in 1883 for connecting with Secret Key
o}
fill in 8883 for connecting with Certificate (Required)
) Set the same ID as the one in HUAWEI Cloud(Device-Device
Device ID

ID)
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Set the same Device Secret Key as the one in HUAWEI Cloud
] when creating device in HUAWEI Cloud. If it’s forgot, it can be

Device Key _ _ o

reset in device authentication.

(Not necessary if connecting with certificate is selected)
CAFile Select File Upload(Select Certificate Connection to fill in)

Client Certificate
File

Select File Upload(Select Certificate Connection to fill in)

Client Key File Select File Upload(Select Certificate Connection to fill in)
Set the same Service ID as the one in HUAWEI Cloud.
(10T Platform-Products-Add Service-Service ID)
= . Add Service *
& [EEEE) Default BL101 1o | I - I
Server ID . ... .
& Storage Manage g
:L o&M - Cancel
=) H =
® -
Multiple Service IDs are supported
Upload Cycle Data publish interval, Default is 30s
Green indicates offline data will be transmitted once network
Dat recovers; Gray indicates offline data will not be transmitted
ata

Re-transmission

once network resumes. Max 100000 datapoints can be
re-transmitted. If more than that, the previous ones will be
deleted.

Data Reporting

Default is blank box with all datapoints to be uploaded
Right click the box and click Add to select datapoint for

Setting ) ] o
uploading. Click OK to confirm it.

OK Confirm HUAWEI Cloud setting

Cancel Cancel HUWEI Cloud setting

Set datapoint in HUAWEI Cloud as below picture. If there’re multiple service IDs in

configuration software and each service ID has different datapoints, configure the
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same service ID in HUAWEI Cloud. Put MQTT flag as attribute name. For example,
collect datapoint Q0 of PLC S7-200SMART, put configuration software MQTT flag QO
as attribute name.

IoT Platform

| itasic Edition [0 BEVOR |0 6003429208607h0200014805 | R

Overview

e B

modbus Protacol MQTT

Json Creat 2021/01/22 1121218 GMT+08.00

qurerfinge

e x Madel Definition Online Debugging Topic Management

@ koport s vy | [ ot | [ et
Service List ®c
4 Service 1D $7_200SMART|  Service Ty

W

e | Property Name,

«

B
Q1

S7_200SMART
@

@

Qu
@
&
ar

o

Lo |
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9

Pa P M k@

Search Clear Import Export Read Config. Write Config. Monitor Remote Lo X Help About
B & B8L110p0 Variable Name Address Type Address  Value Unit  Datatyke Varibale Key Map Address Ratio
EcoM |00 a 0 kool \ oo {M.000001) none |
Qo.1 a 0 bool 1 (M.000002) none
Gacom2
qo.2 a 0.2 bool 02 b(M.000003) none
3
EICom3 Qo3 a 03 bool E! {1V1.000004) none
EICOM4 Qo4 Q 04 bool s 1(1.000005) none
B &iLaN Qo5 Q 05 bool Qs 5(1\1.000008) none
Qo6 a 06 bool las b5(M.000007) none
(AN Q0.7 a 07 bool a7 i7(M.000008) none
ag vwo ww 0 uint16 vwo (M.400001) 1
= vz ww 2 uint16 w2 (M.400002) 1
VPN
e Vw4 ww 4 uint16 Vw4 (M.400003) 1
© OpenvPN VWE W 5 uint18 VW {M.400004) 1
Tig Alarms Ve v 8 uint16 s L1(\1.400005) 1
Ee'Tasks
B &DataServices
€9 Pass Through

@ Modbus RTUSTCP
€ Modbus TCP Server
@BAChet/IP
§OPC UA

[E &3 Cloud

4.2.12.5 AWS

Note: 1. Datapoint box is blank in default which means all datapoints will be published.
If multiple topics are published, only one topic datapoint box can be blank. For other
topics, datapoints for publishing must be selected.

2.AWS Cloud data shadow function is not supported.
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P a P o

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log

t ?

® o B AR RS,

Log i Help About

Ty

Variable Name Address Type Address Value Unit  Data type Varibale Key Map Address Ratio
WAN TAGOO1 01 Coil Status(0x) 0 bool REGOOT 0(M.000001) 1
a6
AWS loT
B} EveN
L @openveN
Variable Type Port Device Variable Narr
15 Alarms
[BTasks Customize data reporting count(<=300): 50
B} Dataservices IP/Domain
; €0 Pass Through Port 8883
|~ Modbus RTU=TCP Thing
|—&@Modbus TCP Server Client ID
g oprcua CAFile 2
B &Cloud Client Certificate File E‘
|—-@MQTT Client Client Key File =
|- MQTT Client Il Publish Topic
@Al loT Upload Cyclefs) 30
|- @ HuAWEI 10T Data Reporting Settings|  NULL -
|0 Beilai loT o E

L& BeiLai Modbus loT
{8 Advanced Settings

AWS

Function

Description

Enable

Green indicates AWS is enabled.
Gray indicates AWS is disabled. Default is disabled

IP/Domain

Fill in the terminal node, enter the console, and click "Things" -

"Interact".

AWS loT x AWS laT Things BL1O1

Moniitor

Activity

» Onboard Actions ~

¥ Manage

Details This thing alrady appears ta be connected, Connect a device

Thing groups HTTPS
Billing groups

Jobs Update yaur Thing Shadow using this Rest AP Endpoint. Learn more

Job templates

Tunnels

P Fleet Hub Activity NI

b Brerngans Use topics to enable applications and things to get, update, ar delete the state information for a

» Secure Thing (Thing Shadow) Learn more

Port

8883 (Required)

Things

Set Item ARN

aW5  Services ¥ Q

AWS loT X AWSIoT > Things > BL101

Manitor

Activity

» Onboard

¥ Manage

Things

Types

Thing ARN

A thing Amazon Resource Name uniquely identifies this thing.
Thing groups

g _
Jobs
Shadows
Job templates
7 Type
Tunnels Interact

Client ID

Fill in AWS Account ID
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aws Services ¥ Q Search for services, feature [Alt+5] L

AWS loT X AWSIoT > Things > BL101 Fy Acmt
My Organizatior

Monitor

Activity My Service Quotas

» Onboard My Billing Dashboard

My Security Credentials
¥ Manage

Thing ARN Sign Out

Types
A thing Amazon Resource Name uniquely identifies this thing.
Thing groups

CAFile

Select File Upload

Client certificate file

Select File Upload

Client key file Select File Upload
Topic created when creating a rule, topic name used by MQTT
to publish messages, click "Add" to fill in the published topic
name. Click Add to create more Publish Topics. Select Publish
Topic and click Delete to delete it.

Publish Topic

Rule query statement

The source of the messages you want to process with this rule

Using SOL version 2016-03-23

Upload cycle

Data publish interval, Default is 30s

Data Reporting

Default is blank box with all datapoints to be published
Right click the box and click Add to select datapoint for

Settings . . .
publishing. Click OK to confirm it.

OK Confirm AWS setting

Cancel Cancel AWS setting

4.2.12.6 BLIIOT Cloud via MQTT

BLIIOT MQTT Data Format refer to: 5.3.17 BLIIOT MQTT Data Format
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Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About
EIWAN Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
U\Te Beilai loT
EHEgveN ) Enable|
I g openven Variable Type Port Device Variable Name
ﬁ‘gmalms
[ Tasks |P/Domain 1883.dtuip.com
= @DataSer\/ices Do T
! 9 Pass Through S
i © Modbus RTUSTC! e MOTT
|-G Modbus TCP serv e varTew
L@orcua GrREe e
B &Cloud Publish Topic
i ©MQTT Client Upload Cycle(s) 30
[-@MQTT Client I Data Retransmission( I
[-@AiiloT
[-@HUAWE loT
I DAWS loT
: D BeiLai Modbus loT
{§}Advanced Settings
BLIIOT Cloud via MQTT
Function Description
Enab Green indicates BLIIOT cloud via MQTT is enabled
nable
Gray indicates BLIIOT cloud via MQTT is disabled
IP/Domain 1883.dtuip.com
Port 1883(Required)
Fill in device serial number issued by BLIloT
Client ID (Contact BLIIOT sales to get the serial number if required to
connect to BLIIOT cloud)
User Name MQTT
Password MQTTPW
Subscribe Topic BLIIOT Device Serial Number/+
Publish Topic BLIIOT Device Serial Number

Upload Cycle

Data publish interval, Default is 30s

Data
Retransmission

Green indicates offline data will be transmitted once network
recovers; Gray indicates offline data will not be transmitted
once network resumes. Max 100, 000 datapoints can be
retransmitted. If more than that, the previous ones will be
deleted

Data Reporting

Default is blank box with all datapoints to be published
Right click the box and click Add to select datapoint for

Settings . . .
publishing. Click OK to confirm it.

OK Confirm BLIIOT Cloud via MQTT setting

Cancel Cancel BLIIOT Cloud via MQTT setting
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First add datatpoint and then configure datapoint mark. It must be the same as MQTT

flag in configuration software. For example, collect datapoint Q1 of PLC
S7-200SMART, in configuration software MQTT flag is Q1, then set Q1 as read-write
mark in BLIIOT cloud.

&0

=
o Device deTaal€ Erduh
-
Device BL10x
-
i Link ! MaTT
©
s Dropping custom
=
N - (T
Qo
a1
az

Q2

Swilch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Numerical Type

Numerical Type

Numerical Type

0 (decimal places)

0 (decimal places)

0 (decimal places)

Link Protocol = Device List

TCP Protocol

HTTP Protocal

MB RTU

MB TCP

UDP Protocol

TCP JSON Protocol

CTCoAP Protocol

NB-I0T Protocol

CoAP Protocal

8
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JORN- I .

B-chBL110Pro
EICOM1
EICOM2
EICOM3
EICOM4

BHian

[ZIWAN
4G
- EveN
P OpenVPN
ﬁ‘él\\a;’ms
[@BTasks
& Dataservices
&P Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
§BACnet/IP
QOPC UA
B & Cloud

L]

n ey

Search Clear Import Export Read Config. Write Config. Monitor Remote

Industrial loT Gateways

B (7

Log 32 Help About
Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
Q00 Q o bool a0 (M.000001)  none
laoa o 0.1 bool a1 (M.000002) __none |
Q02 Q 0z bool 02 B(MOD0003)  none
Q03 Q 0z bool s (M.000004)  mone
Q04 Q 04 bool o h(M.000005)  none
ans fo 05 bool 03 b1.000005)  none
Q06 Q 05 bool a5 bMO00007)  none
Q07 Q o7 bool a7 P(M.ODD00B]  none
Vo vw 0 uintis  Juwo (M40000T) 1
vz v 2 uintls  Juwz M400002) 1
Vw4 vw 4 uint16 VW4 P (M.400003) 1
Vs v 6 uintie  Juws (M.400004) 1
Ve vw 8 uints  Juwa bivanooosy 1

4.2.12.7 BLIIOT Cloud via Modbus

Both BLIIOT Cloud and custom Modbus cloud can be connected via Modbus RTU
protocol. BL10 series gateway supports function code 01, 05 of Boolean data and

function codes 03, 06 of numerical data. 16-bit byte sequence is AB and 32-bit byte

sequence is ABCD.

&&5: BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0

D48 22 i L 4 © O B =™ ® q
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 3 Help About
EIWAN
()5('46
B E9veN
L@ openvpn Beilal Yodbuslo} htus Port Device Name Status
i Alarms Name I ) LAN 57-200SMART ®
[BTasks Time You can change the server address to log in to other cloud platforms. i1 d
[} EDataservices MDdlE‘ Protocal Type Modbus RTU - ‘.
! 9 Pass Through :::‘m; IP/Domain modbus.dtuip.com ‘:
[~ @Medbus RTU=TCP = Port 6651 I
i 0 Modbus TCP Server Signal St Madbus Stati 1 5]
L QOPC UA operato Login Message | ASCI
E-&Cloud SIM ICCH| | Login ACK Message | ASCIl >
[-@MaQTT Client SIM Stat| o theat Message| Asal ~ a
[ H BLRMS E
|~ @MQTT Client Il Heartbeat ACK Mess| ASCIl ~ A
| ‘ BLRMS E
| @Al loT - Heartbeat Int 60
|- @ HUAWEI 16T ‘
| gausior ==
|- @ Beilai loT s
|
@Aduanced Settings
BLIIOT Cloud via Modbus
Function Description
Enabl Green indicates BLIIOT Cloud via Modbus is enabled
nable
Gray indicates BLIIOT Cloud via Modbus is disabled
IP/Domain modbus.dtuip.com
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Port

6651 (Required)

Modbus Station

Set Modbus communication address of this Gateway device

Login Message

Input device serial number issued by BLIIOT
(Contact BLIIoT sales to get the serial number)

Login ACK Server acknowledges login messages (Not necessary for
Message BLIIOT Cloud)

Heartbeat Q (Heartbeat message to keep connection)

Message

Heartbeat ACK A (Server acknowledges heartbeat messages)

Message

Heartbeat Interval

Interval of sending Heartbeat messages, default is 60s

OK

Confirm BLIIOT Cloud via Modbus setting

Cancel

Cancel BLIIOT Cloud via Modbus setting

Configure datapoint in BLIIOT Cloud as below picture. First create datapoint, then

configure Modbus ID, function code, address, data format, byte sequence and data

collection cycle. Modbus address in BLIIOT cloud and configuration software is
deviated by 1. For example, datapoint Q0 of PLC S7-200SMART in configuration
software is 8, then put 9 in cloud. Sensor names in cloud can be different from those

1=

.

in configuration software.

GSrePono
o
"
]
0
N

L |

O (decimai piaces) - o

0 (decimal places)

CREEREREPREREREE

O (decimal places) - °
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Read wite instruction setiings

omuuano-.)‘

01Rea0 and wite

01Read and wite

01Read and wite

01Read and wrte

01Read and witle

01Read and witn

01Read and wie

03Read and wete

03Rea0 and wrte

03Read and wrte

03Read and wrte

BliiotBeilai Industrial Gateway www BLiiot.com V1.1.3.9 X
P aopPH @ &k ¥ ® B KB i
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
Bl g4BL110Pr0 i Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
Fecom |aoo Q o bool a0 0lM.000001)  none |
Qo1 a 01 bool a1 1|m.c00002) none
[ Qo2 Q 02 bool oH] 2|M.000003) none
EasE . Qo3 Q 03 bool 03 2|.000004) none
—EIComM4 Qo4 Q 04 bool Q4 alM.000005) none
B GILAN aos Q 05 bool s 5|M.000006) none
U Q06 Q 06 bool s 8[M.000007) none
WA feliivg Q 07 bool a7 7|m.000008) none
g vwo W 0 uint1s VWO ofn.400001) 1
vwz vw 2 uint16 w2 1|m.400002) 1
& Even Vw4 wr 4 uint1s v 2|M.400003) 1
L-@OpenVPN . vwe W I wint16 W6 o M.400004) 1
—ﬁg.‘\larms I vws vw 8 uint16 Vws 4]M.400005) 3
-LzéTasks
[i]-@ DataServices
|—$ Pass Through
|~ ©@Modbus RTU=TCP
l—@ Modbus TCP Server
|—® BAChet/IP
L @opcua
[F»&Cloud
: v
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4.2.13 BLRMS
¢<%: BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0 — [
Do P @4 $ ® O B % ® q

Search Clear Impor

i Help About

BLRMS
@WAN Disclaimer
“AMG :f;’: ﬁ;noc\ftﬁais;:mi:x(r::p:’m’bilin for problems arising from LOg output
B EveN User| | Password Login
| g openven b s Status
ﬁ‘gmalms e [ ]
E(!) Tasks Remote Passthrough
[ Dataservices Channel
! & Pass Throu SerialPort Device Netpanw:;e
i ©Modbus R] ~Gateway COM o
[~ @Modbus T
_@orcua
B &Cloud Remote Configuration
[~@MQTT Clie Read Config [ write config
[-@marT ciie — —
! @Al loT S
! @ HUAWEI |
i DAWS loT - "
|- @ 8eiLai loT L=
|
{:@}Advanced Settings
BLRMS
Function Description
User BLRMS Login User Name
Password BLRMS Login Password
Login Click this to log in
Gateway Select the device to be remotely managed
Select the functions that need to be remotely
Mode
managed
Channel Select pass-through port: Serial or Ethernet
Gateway Valid only when the channel selects the serial port.
COM
Remote IP IP of the device to be remotely passthrough
Passthrough Port Port number of the device to be remotely
o]
passthrough
Start Remote | Enable Remote Passthrough
Passthrough
Remote Read Config. | Remote Read Configuration
Configuration | Write Config. | Remote Write Configuration
Remote ) Upgrade firmware
] Firmware
Firmware
Upgrade
Upgrade
Disconnect Close the BLRMS remote connection
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Return Back to the main page

To use the BLRMS service, you need to set up the "BLRMS Management Platform" in
the advanced settings.

5 BL110 Gateway Application Example

5.1 Add Modbus Device

Connect |0 Module M140 to BL110 COM2 port and connect 4G RTU S475 to BL110
LAN port. M140T DI DO data is collected from COM2 via Modbus RTU protocol. S475
device data is collected from LAN port via Modbus TCP protocol. Connect BL110
WAN port to industrial router R40 LAN port. Router R40 provides network to BL110
Gateway.

5.1.1 Connect M140T & S475 to BL110

1/0O Module

Industrial Router

Switch

€ RoHg Y
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Network Switch N81 is connected to BL110 LAN port. S475 is connected to Switch
N81. S475 device data is collected through LAN via Modbus TCP. M140T data is
collected through COM2 via Modbus RTU protocol. Collected data will be sent to
various clouds via 4G router R40 with its routing function.

Note: Both WAN and LAN can collect device data. The configuration procedure is the
same. This example is introduction to LAN port configuration.

5.1.2 COM Port Configuration

The configuration method of 6 COM ports is the same. Take COM2 connection as an

example.

5.1.2.1 COM2 Configuration

COM2 collect M140T data via Modbus RTU

“%: BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0 - 09 X
B B | B §
P28 9 2 @4 A ©® O O B W ® a
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log F3Z  Help About
B BL1108L " Variable Name Address Type i mlaviliin UnifgiDataivpe Varibale Key Mop Address | Ratio |
GEICOMT
Serial Port Settings
EEICOM3 Mode Selection Collection
EEICOM4 Protocal Settings
GEACOMS Device Brand Modbus
EICOME Device Model MODBUS_RTU Bl=
B @LAN
©57-200SMART - Serial Port Settings
E)WAN
s Baud| 9600  ~ Data Bits S
B @VPN Stop Bit 1] v Parity Bit None
@ OpenVPN
. OK || Cancel
s v [ox [ cance]
L:éTasks
[} B pataservices

| Pass Through
@ Modbus RTUSTCP
| © Modbus TCP Server
N ..t
(1) Double click “COM2” to enter configuration window
(2) Mode Selection: Collection
(3) Device Brand: Modbus; Device Model: Modbus RTU The polling interval and
timeout are set by default and set according to requirements.
(4) Baud rate, Stop bit, Data Bit and Parity Bit will be set the same as that in M140T
RS485 port
(5) Click OK to confirm
Note: Click Write Configuration. Gateway will restart automatically. COM configuration

will be valid after device restarting
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5.1.2.2 Add COM Port Device M140T

%: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -9 X

= \ - i N
H 4 2 8 @ 4 D O B @ @ da
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i3 Help About

| = [hBU 10PL | Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratic |

EEICOM1

EEICOM3
GEICOM4
EEICOMS
GEICOM6
EHELAN Slave ID 1
@) $7-200SMART 16-bit Data Type AB

EIWAN 32 bit Data Type ABCD

Device Information

Device Name | 1401

-Device Properties

WG Write Function Code 15/16
[ E9veN
@ OpenVPN P
ﬁ‘gmalms
L:CE;Tasks
= @DataSer\/ices
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@ OPC UA

1) Click COM2, right click the mouse and click Add to enter configuration box

2) Set device name, for example, set M140T as device name

3) Input device modbus adress, for example, if M140T Modbus ID is 1, put 1

4) Select Type of data to be collected. The example is to collect the DI and DO of the
M140T, both of which are Boolean type, not numeric type register, select as
default.

(5) Write function code: As default, M140T supports writing multiple registers.

(6) Click OK to confirm adding M140T

(7) Click COM2 to view the added device M140T. If more devices to be added,
perform the same procedures as above Step (1)-(6)

Note: Click Write Configuration. Gateway BL110 will restart automatically. After

restarting, M140T is added successfully.

~ o~ o~ o~
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5.1.2.3 Add M140T Datapoints

—~

“%: BLIloT Beilai Industrial Gateway www.BLlloT.com V2.0 -9 X
g \ 1 - - T

Do PO ' ® O B ® @ a

Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i3 Help About

( = [hBU 10PL Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratic |

EDCOM1 DO1 07 Coil Status(0x} 0 bool Do1 8(M.000009) 1

O &com2

DOo2 01 Coil Status(0x} 1 bool DO2 9(M.000010) 1
Do3 01 Coil Status(0x) 3 bool Do3 10(M.000011) 1

GPCOM3 Variable Properties

EEICOM4
ECoMs Variable Name
EDCOMS OCT/DEC/HEX Decimal

DO3 Varibale Key Do3

EHELAN AddressType| 01 Coil Status(®x) ~ ~ Address 2
9 S7-200SMART
EDWAN
“KMG
B Even
@ OpenVPN #02, 0ATHEE
ﬁgmaims
EéTasks
[} & Dataservices
@ Pass Through
|~ Modbus RTU=TCP
| ©Modbus TCP Server

Data type bool v Add Number
Read/Write Read,Write v Ratio

Map Address 10 Variable Unit

.0
fi

(1) Click M140T, move mouse cursor to the right box, right click mouse to enter
datapoint configuration window

(2) Variable name: Set datapoint name, for example, DO1

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated,
for example, the MQTT identifier of the DO1 data point is filled in as DO1.

(4) Select the acquisition address and choose data format according to the
requirements, OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The
collected Modbus protocol address is input in decimal, so the example selects
decimal.

(5) Address type: Select according to the function codes supported by the collected
data points. For example, the DO of the collected M140T supports the "01"
function code, so select "01 Coil Status", and DI supports the "02" function code,
so select "02 Input Status”

(6) Address: The register address of the data point, such as: data point DO1 is "0"
register address in the M140T, so fill in "0".

(7) Data type: Select according to the data point, such as: DI and DO of M140T are
both coil types, so select "bool".

(8) Add Number: If it is collecting continuous addresses, the same function code can
be collected multiple times.

(9) Read/Write: Automatic identifying read-write type according to Address Type

(10)Map address: fill in the address where the collected data points are stored to the

BL110 gateway device, which can be filled in at will. Mapped addresses cannot be

duplicated. Range: 0-2000. For example, the data collected from DO1 is stored in
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the “0” register address of the BL110 gateway. The outside of the mapping
address on the configuration software represents the Modbus address, and
M.XXX represents the PLC Modbus address.
(11)Variable Unit: Input any required unit
(12) Click OK to confirm
Note: After clicking OK to confirm the configuration, datapoints will appear in the box
lik above picture. If more datapoints to be added, right click the box and click Add to
enter datapoint configuration box, repeat Step (2)-(12)
Note: Click Write Configuration. Gateway will restart automatically. After restarting,
M140T datapoints are added successfully

5.1.3 Ethernet Port Configuration

Both WAN and LAN can collect device data. The configuration procedure is the same.

5.1.3.1 LAN Port Configuration

Below is the example of configuring LAN port to connect S475.

=i+ BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -3 X
i N | y - §
L4 p 2 @4 EA ©® O O B W ® a
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log 3 Help About
1 55, BL10PL . VarisblaiNaime s Addrass Type. Adiess Value i imsibichigoe Vaialo Koy Mop Address | Ratio |
GEICOMT
[ Ezacom2

@M140T
EDCOM3 Ethernet Settings

ECoM4
EEICOMS
EEICOME

pHCPilL ) Routing Enabled(_JI

IP Address 192.168.3.1

Subnet Mask 255.255.255.0

EDWAN
“,A:’AG
B E9veN
@ OpenVPN
ﬁgma!ms
L:éTasks
[} B pataservices
| Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
§OPC UA

MAC Address

(1) Double click LAN to enter configuration box

(2) DHCP: Enable auto IP distribution. Default is disabled. For examples, S475 has
been set to auto retrieving IP, then LAN port must enable DHCP.

(3) Routing: Enable network rounting function. Default is disabled. For example, S475
data will be collected without network requirement, then disable routing function

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices
must be within the range. It can be changed according to requirement. For
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example, S475 is set to auto retrieving IP and the range is not limited,thus it's not
necessary to change it.
(5) Subnet mask: The subnet mask of the LAN port gateway.
(6) MAC Addres: Input LAN port MAC address
(7) Click OK to confirm it
Note: Click Write Configuration and Gateway will restart. Turn off the power of
Gateway and restart it. After that LAN port configuration is done successfully
Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If
device IP address is not within the range, data can’t be collected. Thus it's necessary
to change LAN port IP address according to requirement. IP Address change will not
be effective until gateway is powered off and powered on again.

5.1.3.2 Add LAN Port Device S475

~

“5: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -89 X

DL 9L @ A @ © O B ® @ a
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i3 Help About
[ & ka0 [ VariobleName | AddressType Address | Value Unit  Datatype Varibale Key Map Address  Ratio |
EEICOM1
] comz2
©M140T Device Name S475

Device Information

E5ICOM3 Device IP 192.168.2.125
EEICOM4 Device Port 502
GEICOMS Device Brand Modbus
EEICOM6 Device Model MODBUS TCP~ ~ |:‘
~Device Properties
ZWAN
('A,4G
[ E9veN
© OpenVPN
ﬁ‘gmalms
L:CE;Tasks
[} S DataServices
@ Pass Through
© Modbus RTUSTCP
@ Modbus TCP Server
©OPC UA

16-bit Data Type AB
32-bit Data Type ABCD

Write Function Code 15/16

(1) Click LAN and right click mouse to enter device configuration box

(2) Device Name: input the name of device to be added, such as S475

(3) Device IP: input S475 IP address. For example, S475 is set to auto retrieving IP.

Open S475 configuration software and view its IP(192.168.3.125). Thus input
S475 IP 192.168.3.125.

Note: if LAN port IP is changed and LAN port device auto retrieves IP, please click
Write Configuration, power off gateway and power it on again. Then IP change
can be viewed

(4) Device Port: input LAN port device port. For example, S475 Modbus TCP port is

502. Thus put 502

Page 73 of 141 Shenzhen Beilai Technology Co., Ltd V1.0



BLIOT Industrial loT Gateways BL10X

(5) Device Brand: Modbus; Device Model: Modbus TCP
(BL110 collects S475 through LAN port through Modbus TCP protocol)

(6) The polling interval and timeout in the button can be defaulted and filled in
according to requirements.

(7) Select Data Type. For example, S475 power source and temperature & humidity
data is 16-bit AB type, 32-bit data is not collected. Thus select 16-bit AB type and
keep 32-bit data type with default setting

(8) Write function code: choose 15/16, and choose according to the function code
supported by the device.

(9) Click OK to confirm the setting

Note: S475 device icon will appear after confirming the configuration. If more devices

to be added, perform the same procedure as Step (1)-(9)

Note: Click Write Configuration and gateway will restart automatically. After restarting,

device S475 is added successfully

5.1.3.3 Add S475 Datapoints

~

<5: BLIloT Beilai Industrial Gateway www.BLIloT.com V2.0 -9 X

5 \ b 1~ 0
D a9 8 @ i D O B ®® G
Search Clear Import Export Read Config. Write Config. Monitor BLRMS Reboot Log i Help About

= chBLITOPL Variable Name Address Type Address Value Unit  Datatype Varibale Key Map Address Ratio |

EDCOM1 TEMP 04 Input Registers(3x) 24 uint16 temp B8(M.400009) 1

[l &3com2
©M140T Variable Properties

HUMIDITY 04 Input Registers(3x} 25 uint16 humidity 9(M.400010) 1

ECoM3
EEICOM4
EEICOMS
EEICOM6 Address Type | 04 Input Registers(3x) ~ Address 24

Variable Name TEMP Varibale Key temp

OCT/DEC/HEX Decimal ¥ Slave ID 1

B} ELAN Data type uint1s - Add Number
Read/Write Read Only v Ratio 1
EIWAN
(wK) 4G
B Even 102, OATHESRBEE
©O0penVPN
ﬁgmaims
EéTasks
[} & Dataservices
|- Pass Through
|- Modbus RTU=TCP
| ©Modbus TCP Server

Map Address 8 Variable Unit

1

ol

(1) Click S475, move mouse cursor to the right box, right click the mouse and click
Add to enter datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, temp

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.
For example, the MQTT identifier of the temperature data point is filled in as temp.

(4) Select the acquisition address and choose data format according to the

requirements. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The

collected Modbus protocol address is input in decimal, so the example selects
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decimal.

(5) Slave ID: The Modbus ID of the S475 device is "1", so fill in "1".

(6) Address Type: S475 temperature supports function code 04, thus select 04 input
register

(7) Address: 24 (Datapoint temperature register address in S475 is 24)

(8) Data Type: S475 temperature is 16-bit signed numeric data, thus select int16

(9) Add Number: If consecutive addresses to be collected, the same function code
can collect it simultaneously.

(10) Read/Write: Automatic ldentifying it according to Address Type

(11)Ratio: Set the ratio to be multiplied or minified for uploading to cloud

(12)Map Address: For example, S475 temperature data is saved in register address 8
of BL110).
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

(13) Variable unit: fill in according to requirements, or not fill in.

(14)Click OK to confirm.

Note: After confirming the configuration, datapoints will appear in the box like above

picture. To add more datapoints, right click the box and click Add to enter configuration

box. Perform the same procedure as Step (2)-(14)

Note: Click Write Configuration. Gateway will restart automatically. After device

restarting, S475 datapoint is added successfully.

5.1.4 Uploading Data to Various Clouds

The configuration procedures of uploading data to various clouds are the same. Here
only introduce configuration of collecting PLC data and send it to various clouds.
Refer to Configuration of Uploading Data to Various Clouds

5.2 Collecting PLC Data
5.2.1 Collecting Siemens PLC Data

5.2.1.1 Add Siemens PLC to COM Port

6 COM ports configuration method is the same, take COM2 connection as an
example. Connect S7-200 RS485 to DB9 signal pin 3 & 8. PIN 3 connects to COM2
RS485 A and PIN 8 connects to COM2 RS485 B.
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5.2.1.1.1 COM Port Configuration

:BLiiotBeilai Industrial Gateway www BLiiot.com V1.1.3.9 —al s
‘. B 2T =, u -
P24 p o A § ® B LICNC
| Search Clear Import Export Read Config. Write Config. Monitor Remote Log $3  Help About
i
| B ghBL110Pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EICOM1
i EIcoms Serial Port Settings
‘ s Mode Selection
| B EIAN | Protocol Settings
- Device Brand Siemens v
S7-200SMART
¢ EWAN Device Model 57 200 1]
1
“alac |
| E-Even ‘-SErH Part Settings
| Baud| 9600 ~ Data Bits 8
i £ OpenVPN ‘
| Ti§Alarms Stop Bit 1 ~|  ParityBit| Even
| [BTasks
|
: = @DataSewices
| ) Pass Through

€9 Modbus RTUSTCP
& Modbus TCP Server
I BAChet/IP

©OPC UA

| B & Cloud

(1) Double click COM2 to enter COM attribute configuration box.

(2) Select data collection Mode

(3) Select Siemens as Device Brand and select S7-200 as Device Model The polling
interval and timeout are set according to requirements.

(4) Follow Siemens RS485 port parameters to set the same baud rate 9600, stop bit 1,
data bit 8 and parity bit Even

(5) Click OK to confirm it.

Note: Click Write Configuration. COM port configuration will be effective after gateway
restart automatically.
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5.2.1.1.2 Add COM Port Device S7-200

BLiiotBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9

Do P o i d © =

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

Bl chBLi10Pro
EICoM1
E-&3comM2
=HEm|
EICoM3
GRCoM4
B ELAN - Devi
R S7-200SMART
(ZIWAN
(‘K] 4G Device Address
B Even
€ OpenVPN
ﬁ%marms
EéTasks
[ & DatasServices
€ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@BAChet/IP
QOPC UA

Variable Name Address Type Address  Vslue Unit  Datatype Varibale Key

Device Information

Device Name §7-200

ice Properties

-BL10X
&) ?_ iX

$Z  Help About

Map Address Ratic

(1) Click COM2, right click it and click Add to enter device configuration box

(2) Set Device Name at random like S7-200

(3) Device address: S7-200 serial port address, fill in as required, the address should

be consistent with the S7-200 setting, otherwise the communication will fail

(4) Click OK to confirm adding S7-200

Note: After confirming configuration, S7-200 device icon will appear below COM2. To

add more devices, follow the same steps (1)-(4)

Note: Click Write Configuration. Gateway will restart automatically and adding PLC

S7-200 is effective

5.2.1.1.3 Add S7-200 Datapoints

Below is part of S7-200 register V & VW data configuration
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log B Help About
=] EIEBU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
SOk Vo v 0 bool vo B(M.000009) no
vi v 01 bosl vi 5(M.000010) no
B Ecom2
v2 v 0.2 boal vz 10(M.000011)  no
v3 v 03 bool v3 11(M.000012) o
EICoM3 V4 v 0.4 bool V4 12{M.000013) ot
EFICOM4 Vs v 05 bosl vs 13(M.000014)  no
B EILAN V6 v 06 boal ve 14{M.000015}  no
57-200SMART v7 v 07 boal v7 15(M.000016) o
= Vw10 ww 10 uint16 VW10 5(M.400006) 1
EIWAN
g vz Variable Properties EA00007 !
A VW14 7(M.400008) 1
B =ven VWie 8(M.400008) 1
@ OpenVPN vWis Variable Name vwio Varibale Key vwio 9(M.200010) 1
i Alarms OCT/DEC/HEX Decimal
EoTasks Address Type ww . Address 10
= @DataSewices

Data type uint16 v Add Number 1
9 Pass Through

I Modbus RTU=TCP Read/Write Read/Write o Ratio 1
@ Modbus TCP Server Map Address 5 Vewable Unit

BACnet/IP

Ca, |

(1)Click S7-200, move mouse cursor to the right box, right click the mouse and click
Add to enter datapoint configuration box
(2)Variable Name: Set the name of datapoint to be collected, for example, VW10
(3)Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For
example: VW10
(4)Select the collection address according to the requirements and data format filled
in the input gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively.
Siemens | and Q data points are octal, but only decimal can be used because of
decimals.
(5)Address Type: Select address type according to PLC register. Here VW10 address
type is VW
(6)Address: Register address of datapoint. Here VWO address is 10
(7)Data Type: Select data type according to PLC register type
(8)Add Number: If addresses are consecutive, the same register will collect multiple
addresses.
(9)Read/Write: Select from Read only and Read & Write.
(10)Ratio: set the ratio to be multiplied or minified for uploading to cloud
(11)Map Address: Set address where datapoint will be saved in BL110.

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

For example, set 18 as VW10 mapping address
(12)Variable unit: Fill in according to requirements, or not fill in.
(13)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above
picture. To add more datapoints, right click the box and click Add to enter configuration
box. Perform the same procedure as Step (2)-(13)
Note: Click Write Configuration. Gateway will restart automatically and S7-200
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datapoint is added successfully.

5.2.1.2 Adding Siemens PLC via Ethernet Port

Siemens PLC data can be collected through WAN, LAN and cascaded switch. If you
want to set PUT/GET then the connection mechanism: Allow PUT/GET
communication access, such as S7-1500 should be set to allow. Acquisition of DB
block data is non-optimized block access.

5.2.1.2.1 LAN Port Configuration

Below is example of connecting Siemens PLC S7-200SMART to BL110 LAN port.
LAN port configuration is as below:

BliiotBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 — 0 X

D48 2 8 & ¥ ® © B m @ d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About
=] é—hBLHOPm Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EECOoM1
B &comz Ethernet Settings
@S7-200
FBCoM3 DHCP(_ B Routing Enabled( I
FHCOM4 1P Address 192.168.3.1
Subnet Mask 255.255.255.0
@ S7-200SMART
EWAN MAC Address
(‘A’MG
B Even
©OpenVPN
ﬁzA\arms
EéTasks
B @DataSewices
€9 Pass Through
@ Modbus RTUSTCP
€ Modbus TCP Server
£ BACnet/IP
@OPC UA

(1) Double click LAN to enter configuration box
(2) DHCP: Enable auto IP distribution. Default is disabled.
(3) Routing: Enable network routing function. Default is disabled. For example, PLC

S7-200SMART does not need network. Thus it's necessary to enabile it.

(4) IP Address: Defaut is 192.168.3.1, the IP addresses assigned to LAN port devices
must be within the range. WAN and LAN IP address can’t be the same. For example,
S7-200SMART IP is fixed, then change IP address of gateway.

(5) Subnet mask: Subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of
Gateway and restart it. After that LAN port configuration is done successfully
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Note: LAN Port IP Address specifies the |IP address arrange of LAN port device. If
device IP address is not within the range, data can’t be collected. Thus it's necessary
to change LAN port IP address according to requirement. IP Address change will not

be effective until gateway is power off and powered on again.

5.2.1.2.2 Add LAN Port Device S7-200SMART

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 — X
F = T k R} N
DL 2D A A © O B ® @
Search Clear Import Export Read Config. Write Config. Monitor Remote Log B Help About
= EI]BU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EDCOM1
B &E3com2 Device Information
@s7-200 Device Name S7-200SMART
ECoM3 Device IP 192.168.1.65
Icoms Device Port 102
EFG@iLAN Device Brand Siemens
Device Model S7_200SMART _E -/
WAN
-Device Properties -
846
- EzveN
@ OpenVPN
ﬁ%Alafms
@Tasks
=] @DataSewi(es

@ Pass Thraugh

@ Modbus RTUSTCP
@ Modbus TCP Server
GIBAChet/IP

©OPC UA

(1) Click LAN and right click mouse and click Add to enter device configuration box

(2) Device Name: Set device name, for example, set S7-200SMART as device name.

(3) Device IP: Input PLC IP address. For example, PLC S7-200SMART IP is

192.168.3.16, thus put 192.168.3.16 here. This is PLC IP address. PLC IP address

and LAN Port IP address must be in the same range.

(4) Device Port: Input LAN port device port. Default port of S7-200SMART is 102.

Thus put 102.

(5)Device Brand: Select Siemens as Device Brand and select S7-200SMART as

device model The polling interval and timeout are set according to requirements.

(6)Click OK to confirm adding PLC S7-200SMART

Note: S7-200SMART device icon will appear after confirming the configuration. If
more devices to be added, perform the same procedure as Step (1)-(6)

Note: Click Write Configuration and gateway will restart automatically. After restarting,
PLC S7-200SMART is added successfully

5.2.1.2.3 Add LAN Port PLC S7-200SMART Datapoints

Below is part of S7-200SMART register Q & VW data configuration
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26 2 2 A 4 ® @ B ®m @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
Bk 8L110p0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

oM Q0.0 Q 0 bool Qo 0(M.000001) nor
O Qo1 Q 01 bool at 1{M.000002) no
ENCOoM2
Qo2 Q 0.2 bool Qz 2(M.000003) nor
{57200 Q0.3 Q 03 bool a3 3(M.000004) no
EICOM3 Qo4 Q 0.4 bool Q4 4(M.000005) nor
EDCOM4 Qs Q 0.5 bool as 5(14.000005) no
B &N Q6 Q 0.6 bool as 6(M.000007) ne
|:I Q0.7 Q 07 beol a7 7{M.000008) nor
EWAN vwo VW 0 uint16 Vo 0{M.400001) 1
(g e Variable Properties A 00007) 1
A Va 2(M.400003) 1
EHEveN Ve 3(M.400004) 1
@ OpenVPN Vg Variable Name vwo Varibale Key vwo 4(M.400005) 1
ﬁ%A‘ﬂ"mS OCT/DEC/HEX Decimal
(oTasks Address Type ww v Address 0
DataServices
=8 Data type uint16 v Add Number 1
€0 Pass Through
N Read/Write Read/Write v Ratio 1
lodbus =1
€ Modbus TCP Server Map Address o Variable Unit
@ BAChet/IP
Qo un

(1) Click S7-200SMART, move mouse cursor to the right box, right click the mouse
and click Add to enter datapoint configuration box
(2) Variable Name: Set the name of datapoint, for example, VWO
(3) Variable key, which can be filled in arbitrarily. The identifier cannot be
repeated.For example: VWO
(4) Select the collection address according to the requirements and data format filled
in the input gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively.
Siemens | and Q data points are octal, but only decimal can be used because of
decimals.
(5) Address Type: Select address type according to PLC register. Here VW0 address
type is VW
(6) Address: Register address of datapoint. Here VWO address is 0
(7) Data Type: Select data type according to PLC register type
(8) Add Number: If addresses are consecutive, the same register will collect multiple
addresses.
(9) Read/Write: Select from Read only and Read & Write.
(10) Ratio: Set the ratio to be multiplied or minified for uploading to cloud
(11) Map Address: Set address where datapoint will be saved in BL110.

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

For example, set 8 as VWO mapping address
(12) Variable unit: Fill in according to requirements, or not fill in.
(13) Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above
picture. To add more datapoints, right click the box and click Add to enter configuration
box. Perform the same procedure as Step (2)-(13)
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Note: Click Write Configuration. Gateway will restart automatically and S7-200SMART
datapoint is added successfully.

5.2.1.3 Uploading Data to Various Clouds

The configuration procedures of uploading data to various clouds are the same. Here
only introduce configuration of collecting PLC data and send it to various clouds.
Refer to Configuration of Uploading Data to Various Clouds

5.2.2 Collecting Mitsubishi PLC Data

5.2.2.1 Add Mitsubishi PLC to COM Port

The configuration method of 6 COM ports is the same. Because the Mitsubishi FX3U
programming port is RS422 interface, it needs to be connected to BL110 gateway
through RS422 to RS232 or RS485 programming line.

You can also use the Mitsubishi PLC BD expansion board interface to connect the
gateway, if you use the expansion board interface, then select FX232/485BD protocol,
add devices on the gateway to fill in the station number and PLC on the same settings.
For example: 232BD expansion board to the gateway, PLC configuration is as follows:
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5.2.2.1.1 COM Port Configuration
Connect FX3U with RS422 to RS232 converting cable to COM1. Configure it as
below
:BLLiotBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 — O X
P Lo @A &« © O B ™ @ a
| Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
1 B & 8Li10pro Variable Name Address Type Address  Velue Unit  Datatype Varibale Key Map Address Ratio
fazcon ]
[ &com2
@s7-200 Serial Port Settings
EICOM3 Mode Selection Collection
‘ Ecoms - Protocol Settings
EHELAN DeviceBrand | Mitsubish v
§157-200SMART Device Model £X3U Bl=
(EIWAN
| ‘351’46 Serial Port Settings
E-Even Baud| 0600 DataBits| 8
©OpenVPN Stop Bit 1 Parity Bit No:
‘ ﬁ‘gA\arms
| B EDataservices
€@ Pass Through

@ Modbus RTUSTCP
@ Modbus TCP Server
@ BAChet/IP

\ OPC UA

(1) Double click COM1 to enter COM attribute configuration box.

(2) Select data collection Mode: Collection
(3) Select Mitsubishi as Device Brand and select FX3U as Device Model The polling
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interval and timeout are set according to requirements.

(4) Follow PLC FX3U RS422 port parameters to set the same baud rate 9600, stop
bit 1, data bit 7 and parity bit Even

(5) Click OK to confirm it.

Note: Click Write Configuration. COM port configuration will be effective after gateway

restart automatically.

5.2.2.1.2 Add Mitsubishi PLC FX3U to COM Port

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
= . - 3

2 & 22 i @ © © B W ® G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log i Help About

= ;hgu 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

B ECcom1
forau]
EEacomz
Q57-200
EBCOM3 Device Name FX3U
EICOM4 Device Properties
EH@IAN
@ S7-200SMART
(@IWAN
WG
B EveN
2 OpenVPN
ﬁ‘éAla« ms
@Tasks
= DataServices
@ Pass Through
@Medbus RTUSTCP
2 Modbus TCP Server
@BACnet/IP

Device Information

(1) Click COM1, right click it and click Add to enter device configuration box

(2) Set Device Name at random like FX3U

(3) Click OK to confirm adding FX3U PLC.

Note: After confirming configuration, FX3U device icon will appear below COM1. To
add more devices, follow the same steps (1)-(3)

Note: Click Write Configuration. Gateway will restart automatically and adding PLC
FX3U is effective

5.2.2.1.3 Add FX3U Datapoints

Below is example of collecting PLC FX3U datapoints YO-Y7 & DO-7
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Bl ghBL110Pro yp typ ey P

B} @com [ro ol YO 16(M.000017) none |
Vi

Vi 17(M.000018)

v2 vz 18(M.000019)

EHecom =
©57-200 v
zICOM3 ¥5
EECoM4 Ve
EHEILAN v7
©57-200SMART Variable Properties
ERIWAN
g Variable Narme Vo Ntibele Ty Yo
EHE=veN
@ OpenVPN
1i% Alarms
[ Tasks
=] @DataSeWices Read/Write Read/Write hd Ratic
@@ Pass Through Map Address 16 Variable Unit
@ Modbus RTU=TCP

& Modbus TCP Server Cancel

& BACnet/IP

\E 19(M.000020)  none

¥s 21(M.000022)
Y& 22(M.000023)
V7 23(M.000024)  none

<= = = /<= =<|=
rie e T e T ol
218|518 (8 |8 |5 ke

|
|
|
ol va 20(M.000021)
|
|
|

Nie uw s wn =]

OCT/DEC/HEX Octal
Address Type ¥ v Address 0

Data type bool v Add Number

(1) Click FX3U, move mouse cursor to the right box, right click mouse and click Add
to enter datapoint configuration window

(2) Variable Name: Set datapoint name, for example, YO

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be
repeated.For example: YO

(4) Select the collection address according to the requirements and data format filled

in the input gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The

X and Y data points of FX3U are octal, so choose octal

(5) Address Type: Select the address type of Mitsubishi PLC register. Select Y for
collecting YO datapoint

(6) Address: Input datapint register address, for example, YO register address in
FX3U is 0, input O

(7) Data Type: Select data type according to PLC register. For example, select bool
forY as it’s coil type.

(8) Add Number: If consecutive addresses are collected, the same register can collect
multiple addresses.

(9) Read/Write: Select from Read only and Read & Write according to PLC register.

(10)Map Address: Input the address where the collected datapoint is saved in BL110.
It can be any address from 0-2000 but can’t be repeated. For example, YO data is
saved in register address 0 of BL110.

(11)Variable unit: fill in according to requirements, or not fill in.

(12) Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box

lik above picture. If more datapoints to be added, right click the box and click Add to

enter datapoint configuration box, repeat Step (2)-(12)

Note: Click Write Configuration. Gateway will restart automatically. After restarting,
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PLC FX3U datapoints are added successfully

5.2.2.2 Add Mitsubishi PLC to Ethernet Port

Supports acquisition of Mitsubishi Q series (Q03UDE, Q04UDEH, Q06UDEH,
Q10UDEH, Q13UDEH, Q20UDEH, Q26UDEH, Q002UD), L series (L02, L26-BT),
FX5U series.

Both the WAN port and the LAN port can collect the Mitsubishi PLC, which can be
directly connected to the Mitsubishi PLC or collected through the switch. The
configuration principle of the WAN port and the LAN port is the same. WAN port or
LAN port acquisition configuration parameters of Mitsubishi Q/L series or FX5U
should be consistent with the settings on the PLC.

Parameter settings on FX5U

Iririt 192 . 188. 1. 12
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] —am |
- CC-LinkIEF Basicti
Co-Link IEF BasicMFRER  THA
FEEER I L=l o
RigrEE SRR
- NOIBVS/TCE B
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FRRm SRR
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MERmEERERE GRERE>
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5.2.2.2.1 WAN Port Configuration

WAN port collect data from FX5U through the switch, and the switch is connected to

the external network. The configuration of the WAN port is as follows:
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B EcoM
QR
B &Ecom2
§57-200

Ethernet Settings

ECoM3 auto il
EICOM4
B AN
) S7-200SMART

IP Address
Subnet Mask

Gateway
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B E=veN
€9 OpenVPN
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(1) Double-click "WAN" to pop up the WAN port configuration box.

(2) Auto IP: Whether the WAN port is enabled to obtain IP automatically, it is enabled
by default, and can be set as required. In this example, the switch is connected to a
router, and the router is enabled to automatically assign IP, so keep it enabled.

(3) IP address: The gateway obtains the IP address from the router. If it is a
designated IP, set it according to the requirements, the PLC and the gateway should
be in the same local area network.

(4) Subnet mask, the subnet mask of the WAN port gateway, if it is a designated IP,
set it according to the requirements.

(5) Gateway: The gateway address obtained from the router. If you specify an IP, set it
according to your needs.

(6) MAC address: The MAC address of the gateway.

(7) DNS: The DNS obtained by the gateway from the route, if it is a specified IP, set it
according to the requirements.

(8) Click "OK".

Note: Click "Write Configuration" to restart the gateway automatically, and the
configuration of the WAN port will not be changed until the restart.

Note: The IP address of the WAN port is the IP address that specifies which network
segment the WAN port device is. If the IP address of the WAN port device is not the IP
of the network segment set by the WAN, the WAN port cannot be collected. It is
necessary to change the WAN port IP or change the WAN port according to the needs.
The IP address of the port device. After changing the IP address of the gateway, it
must be written into the configuration, and it will take effect after power off and restart.
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5.2.2.2.2 Add Mitsubishi FX5U to WAN Port
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(1) Click "WAN", click the right mouse button, click "Add" to enter device configuration
box.

(2) Device name: Name the device, for example, because Mitsubishi FX5U is an
example, you can fill in FX5U.

(3) Fill in the IP of the acquisition device, because the designated IP of FX5U is
changed to: 192.168.1.112, so fill in 192.168.1.112 here. The IP is viewed on the
Mitsubishi programming software. Fill in the IP of the PLC here. It should be noted that
the IP of the PLC should be in the same network segment as the IP of the WAN port.
(4) Device port : Fill in as required. The example is 4999 from the Mitsubishi
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programming software, so it is 4999.

(5) Because it is collecting Mitsubishi FX5U, therefore, equipment brand: select
Mitsubishi, equipment model: according to the communication data code setting on
the Mitsubishi programming software is binary or ASCIl code communication, binary
select FX5U_BINARYMODE_ETH, ASCII code select FX5U_ASCIIMODE_ETH. The
polling interval and communication timeout can be defaulted and filled in as required.
(6) Click "OK" to add FX5U.

Note: After clicking OK, the added device will be displayed under the WAN port, as
shown in the figure above. If you want to add multiple devices, repeat steps (1)-(6).
Note: Click "Write Configuration" and the gateway will restart automatically. After
restarting, the FX5U added to the WAN port will be added successfully.

5.2.2.2.3 Add Mitsubishi FX5U Datapoints

Configuration of data collected in register Y of FX5U is as follows:

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
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(1) Click "FX5U", move the mouse cursor to the box, right-click the mouse, and click
"Add" to enter data point setting box.

(2) Variable name: Name the data point, collecting the data of "Y7", you can fill in:
"Y7".

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be
repeated, for example, the identifier of the collected "Y7" data point is filled in as "Y7".
(4)Select the acquisition address fill in the input gateway in what data format
according to the requirements. OCT/DEC/HEX are octal/decimal/hexadecimal
respectively. Mitsubishi FX5U X and Y data points are octal, so choose octal. Select
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according to the needs, such as register W is hexadecimal, register D is decimal.
(5) Address type: Selected according to the collected PLC data points. Collect the
data of "Y7", select "Y".

(6) Address: the register address of the collected data point, Collecting the data of
"Y7", the address is: 7.

(7) Data type: According to the type of register selected by PLC.

(8) Add Number: If it is to collect continuous addresses, the same register can be
collected multiple times.

(9) Read/Write: choose from "read only", "read and write".

(10) Ratio: Set the ratio to be multiplied or minified for uploading to cloud

(11) Map address: Set address where datapoint will be saved in BL110. Modbus
mapping address can be any from 0 to 2000 and it can't be repeated. The mapping
address is "17" for collecting "Y7".

(12) Variable unit: fill in arbitrarily according to requirements, or not fill in.

(13) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the
figure above. If you want to continue adding data points, right-click on the box and
click "Add" to enter data point configuration box, repeat (1)--(13) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the

data points collected from FX5U will take effect only after restarting.

5.2.2.3 Uploading Data to Various Clouds

The configuration procedures of uploading data to various clouds are the same. Here
only introduce configuration of collecting PLC data and send it to various clouds.
Refer to Configuration of Uploading Data to Various Clouds

5.2.3 Collecting OMRON PLC Data

5.2.3.1 Add OMRON PLC to COM Port

Select the COM port according to the serial port board, because the gateway device
485 interface is 2-wire, if the serial port board is 485, pay attention to the serial port
board DIP switch to select 2-wire or 4-wire.
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5.2.3.1.1 COM Port Configuration

Takes the serial port board CP1W-CIF11 and Omron CP1L-L as examples, the serial
port board DIP switches 2 and 3 are ON, the DIP switch SW4 of CP1L-L is OFF, the
serial port board and other DIP switches of the PLC The location is set as required.
The serial port board RDA- or SDA- is connected to the gateway COM2 B, and
RDB+or SDB+the gateway COM2 A. CP1L-L serial port configuration mode should
select Host Link.

=2
w TEF) WERE) WEWN =)\ P =S (S TRM SO WEH)
-2 = RH i DEW |44% S LI RAR BAFE BTIR [
S [E o Fr 118 PLCEE - FRLCT - x |
i 5= : TR RO BENH) |
DEFABROF (@S F D8 [B0E ‘ - |
= |e= |wE \;@A::z |simms | mmesas | momso | mows | mmmso| 34|
: WERE HEEF
T dx 0 R fiiEm & 9600 17.2.6) =
E \-‘\é};lﬁ![(?lu ARt i A1l i fgit
¢ ¢
PLC 878 e =l 5
&l - ooe j 5 s
AT [
- @ EF
B FEF 005 WEEE 8 ] NT/PCHSER: | | POSBBTRS
& [ . o = o . [o =
:gmu | E]moms ‘ ﬂ [ :W]m ; j I"S
-k Tnaste (BE 5000ms)
CPIL-L &)
b
[4] J |
18/ ] =5 HEAHE: e
EERED. EisF FRPLCT (50, T 7:0) - Wit 0.4 ms &0(0,0) - 100% HEE NUM

COM2 Configuration as shown
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(1) Double-click "COM3" to enter COM configuration box.

(2) Mode selection: Collection.

(3) Since the example collection is Omron CP1L-L, the equipment brand: select
"OMRON" from the drop-down box, and the equipment model: CJ/CS/CP. The polling
interval and communication timeout are set according to requirements.

(4) The baud rate, stop bit, data bit, and parity bit are configured according to the
parameters of the Omron CP1L-L serial port, which are consistent with them. Viewed
from the Omron programming software, the Omron serial port selects the standard
baud rate: 9600, stop bit: 2, data bit: 7, parity bit: Even.

(5) Click "OK".

Note: Click "Write Configuration" and the gateway device will restart automatically,
and the configuration of the COM port will take effect after restarting.
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5.2.3.1.2 Add CP1L to COM Port
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Device Information

(1) Click "COM3", click the right mouse button, click "Add" to enter device
configuration box.

(2) Fill in the device name arbitrarily, such as: CP1L-L.

(3) Device address: CP1L-L serial port unit number, fill in as required, the address
must be consistent with the unit number set by CP1L-L, otherwise communication will
fail.

(4) Click "OK" to add the CP1L-L device.

Note: After clicking OK, the added devices will be displayed under COM3, as shown in
the figure above, CP1L-L. If you want to add multiple devices, repeat steps (1)-(4).
Note: Click "Write Configuration" to restart the gateway device automatically. After
restarting, the CP1L-L device with COMS3 port is added successfully.

5.2.3.1.3 Add CP1L Datapoints

Take the CIO register of CP1L as an example
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(1) Click "CP1L-L", move the mouse cursor to the box, right-click the mouse, and click

"Add" to enter data point setting box.

(2) Variable name: Name the data point, such as: Cl102.01.

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be
repeated. For example, the identifier of the C102.01 data point is filled in as CIO201.
Some platform identifiers cannot recognize the decimal point.

(4) Select the acquisition address fill in the input gateway in what data format
according to the requirements. OCT/DEC/HEX are octal/decimal/hexadecimal
respectively. The CIO register is collected in bits with decimals, so the decimal system
is selected.

(5) Address type: Select according to Omron's register, if you want to collect
"ClO02.01", select "CIO_BIT".

(6) Address: The register address of the collected data point, collecting "Cl102.01", so
fill in "2.01".

(7) Data type: Select according to the acquisition PLC register, such as: "CIO_BIT" is
the coil type, so select "bool".

(8) Add Number: The number of acquisitions. If it is to acquire continuous addresses,
the same register can be acquired multiple times.

(9) Read/Write: according to PLC register selection. Select from "Read Only", "Read
and Write".

(10) Map address: Fill in the address where the collected data points are stored to the
BL110 gateway device, which can be filled in at will. Mapped addresses cannot be
duplicated. Range: 0-2000. Such as: collect the data of ClO02.01 and store it to the
"16" register address of the BL110 gateway.

(11) Variable unit: fill in arbitrarily according to requirements, or not fill in.

(12) Click "OK".

Page 95 of 141 Shenzhen Beilai Technology Co., Ltd V1.0



BLIOT Industrial loT Gateways BL10X

Note: After clicking "OK", the data points will be displayed in the box as shown in the
figure above. If you want to continue adding data points, right-click on the box and
click "Add" to enter data point configuration box, repeat (2)--( 12) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the
data points added by CP1L-L will take effect only after restarting.

5.2.3.2 Add OMRON PLC via Ethernet Port

OMRON PLC data can be collected through WAN, LAN and cascaded switch

5.2.3.2.1 LAN Port Configuration

Below is example of adding OMRON PLC CP1L-EL to LAN port. Configure it as below
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(1) Double click LAN to enter configuration box
(2) DHCP: Enable auto IP distribution. Default is disabled.
(3) Routing: Enable network routing function. Default is disabled. For example, PLC

MAC Address

CP1L-EL does not need network. Thus it's necessary to enable it.

(4) IP Address: Defaut is 192.168.3.1, the IP addresses assigned to LAN port devices
must be within the range. WAN and LAN IP address can’t be the same. For
example, CP1L-EL IP is fixed, then change IP address of gateway.

(5) Subnet mask: Subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of

Gateway and restart it. After that LAN port configuration is done successfully
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Note: LAN Port IP Address specifies the |IP address arrange of LAN port device. If
device IP address is not within the range, data can’t be collected. Thus it's necessary
to change LAN port IP address according to requirement. IP Address change will not
be effective until gateway is powered off and powered on again

5.2.3.2.2 Add OMRON PLC CP1L-EL to LAN Port
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(1) Click LAN and right click mouse and click Add to enter device configuration box

(2) Device Name: set device name, for example, set CP1L-EL as device name.

(3) Device IP: input PLC IP address. For example, PLC CP1L-EL IP is 192.168.3.151,
thus put 192.168.3.151 here. This is PLC IP address. PLC IP address and LAN
Port IP address must be in the same range.

(4) Device Port: Fill in LAN port device port. CP1L-EL default port is 9600

(5) Device Brand: Select Omron as Device Brand and select FINS_TCP as device
model The polling interval and timeout are set according to requirements.

(6) Click OK to confirm adding PLC CP1L-EL

Note: CP1L-EL device icon will appear after confirming the configuration. If more

devices to be added, perform the same procedure as Step (1)-(6)
Note: Click Write Configuration and gateway will restart automatically. After restarting,
PLC CP1L-EL is added successfully
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5.2.3.2.3 Add CP1L-EL Datapoints

Below example is part of PLC CP1L-EL register CIO & D data configuration
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(1) Click CP1L-EL, move mouse cursor to the right box, right click the mouse and

Read/Write Read/Write d Ratio 1

Map Address 1 Variable Unit

click Add to enter datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, D100

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be
repeated.For example: D100

(4) Select the collection address data format filled in the input gateway according to
the requirements. OCT/DEC/HEX are octal/decimal/hexadecimal respectively.
CP1L-EL D register is decimal, so choose decimal

(5) Address Type: select address type according to PLC register. Here D100 address
type is D

(6) Address: Register address of datapoint. Here D100 address is 100

(7) Data Type: select data type according to PLC register type

(8) Add Number: If addresses are consecutive, the same register will collect multiple
addresses.

(9) Read/Write: Select from Read only and Read & Write.

(10)Ratio: Set the ratio to be multiplied or minified for uploading to cloud

(11)Map Address: Set address where datapoint will be saved in BL110.
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated
For example, set 9 as D100 mapping address

(12) Variable unit: Fill in according to requirements, or not fill in.

(13) Click OK to confirm.

Note: After confirming the configuration, datapoints will appear in the box like above
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picture. To add more datapoints, right click the box and click Add to enter configuration
box. Perform the same procedure as Step (1)-(13)

Note: Click Write Configuration. Gateway will restart automatically and CP1L-EL
datapoint is added successfully.

5.2.3.3 Uploading Data to Various Clouds

The configuration procedures of uploading data to various clouds are the same. Here
only introduce configuration of collecting PLC data and send it to various clouds.
Refer to Configuration of Uploading Data to Various Clouds

5.2.4 Collecting Delta PLC Data

5.2.4.1 Add Delta PLC to COM Port

The configuration method of the 6 COM ports is the same. Take COM4 connection as
an example. DVP-12SA2 COM3+ is connected to gateway COM4 A, COM3- is
connected to gateway COM4 B.

5.2.4.1.1 COM Port Configuration

The configuration parameters for the DVP-12SA2 COMS3 are as follows:
57\‘#5 AR WED mEap En/s' HE; @:—ﬁ @S0 JOW f;*i"

22
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Configure the COM4 port according to the configuration parameters of DVP-12SA2

COM3
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(1) Double-click "COM4" to enter COM configuration box.

(2) Mode selection: Collection.

(3) Because it is a collection of Delta DVP-12SA2, the device brand: select DELTA
from the drop-down box, and the device model: DELTA_DVP. The polling interval and
communication timeout in the button are set according to requirements.

(4) The baud rate, stop bit, data bit and parity bit are configured according to the
parameters of the COM3 port of DVP-12SA2, which are consistent with them.
DVP-12SA2 COMS3 port parameters Baud rate: 9600, stop bit: 1, data bit: 7, parity bit:
Even.

(5) Click "OK".

Note: Click "Write Configuration" and the gateway device will restart automatically,
and the configuration of the COM port will take effect after restarting.
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5.2.4.1.2 Add DVP-12SA2 to COM Port
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Device Information

(1) Click "COM4", click the right mouse button, click "Add", to enter device
configuration box.

(2) Fill in the device name arbitrarily, such as: DVP-12SA2.

(3) Device address: The station number of Delta COM, fill in as required, the address
must be consistent with the Delta COM setting, otherwise communication will fail.

(4) Click "OK" to add DVP-12SA2 device.

Note: After clicking OK, the added devices will be displayed under COM2, as shown in
the figure above. DVP-12SA2, if you want to add multiple devices, repeat steps
(1)-(4).

Note: Clicking "Write Configuration" will restart the gateway device automatically. After
restarting, the DVP-12SA2 device with COM4 port added will be added successfully.

5.2.4.1.3 Add DVP-12SA2 Datapoints

Taking adding data points YO and DO as an example, the address of register X and Y
of Delta DVP-12SA2 is octal, and the address of register D is decimal.
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(1) Click "DVP-12SA2", move the mouse cursor to the box, right-click the mouse, and
click "Add" to enter data point setting box.

(2) Variable name: Name the data point, such as: YO.

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be
repeated, for example, the identifier of the YO data point is filled in as YO.

(4) Select the collection address data format filled in the input gateway according to
the requirements. OCT/DEC/HEX are octal/decimal/hexadecimal respectively.
Register X and Y addresses are in octal, and register D addresses are in decimal.

(5) Address type: According to Delta's register selection, if you want to collect "YO",
select "Y".

(6) Address: The register address of the collected data point, such as: collecting "YQ",
so fill in "0".

(7) Data type: Select according to the acquisition PLC register, such as: "Y0" is the
coil type, so select "bool".

(8) Add Number: The number of acquisitions. If it is to acquire continuous addresses,
the same register can be acquired multiple times.

(9) Read/Write: According to PLC register selection. Select from "Read Only", "Read
and Write".

(10) Map address: Fill in the address where the collected data points are stored to the
BL110 gateway device, which can be filled in at will. Mapped addresses cannot be
duplicated. Range: 0-2000. For example, the data collected from YO is stored in the
"0" register address of the BL110 gateway.

(11) Variable unit: Fill in arbitrarily according to requirements, or not fill in.

(12) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the
figure above. If you want to continue adding data points, right-click on the box and
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click "Add" to enter data point configuration box, repeat (1)--( 12) Steps.
Note: Clicking "Write Configuration" will restart the gateway automatically, and the
data points added by DVP-12SA2 will take effect only after restarting.

5.2.4.2 Add Delta PLC to Ethernet Port

Ongoing

5.2.4.3 Uploading Data to Various Clouds

The configuration procedures of uploading data to various clouds are the same. Here

only introduce configuration of collecting PLC data and send it to various clouds.
Refer to Configuration of Uploading Data to Various Clouds

5.3 Configuration of Uploading Data to Various Clouds

Below is the example of connecting Mitsubishi PLC FX3U to BL110 COM1 port and
connecting Siemens PLC S7-200SMART to BL110 LAN port. BL110 WAN port is
connected to router R40 LAN port. R40 provides network for BL110. See below wiring
diagram:

Router

RJ45

BL110 LAN port is connected to Siemens PLC S7-200SMART Ethernet port, COM1 is
connected toMitsubishi PLC FX3U via RS232 to RS422 converting cable. BL110
collects both PLC data and send to various clouds with network provided by R40
through WAN.

Note: Both WAN and LAN ports can collect device data. This example is collecting
data through LAN port. WAN and LAN port configurations are the same as stated in

previous introduction.
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Below is only the introduction to cloud connection configuration

5.3.1 Modbus TCP Server Configuration

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

e L L A 2 | O B % ® a

Search Clear Import Export Read Config. | Write Config.| Monitor Remote Log i Help About
=) chBL103PrO [ ' ' I
B eEcomt

©M140T
EHEILAN

[
g

Name Value | Cloud Port Device Name Status
5475 Name Beilai Gateway ‘ MQTT Client COM1  M140T

[IWAN Time 10:28:5 Modbus TCP Server LaN s475

a4 Model EL103P
B EaveN Version Vi3

4G Module EC2008
Q) OpenVPN Port 502
i IMEL 868618
s Alarms
15 Signal Strength 18 (Nor| us loT

ch)Tasks operator NULL
[l &) Dataservices SIM IcCID NULL [ oK |

& Pass Through SIM Status Failed
@ Modbus RTUSTCP
g T S )
@ BACnet/IP
@OPC UA

B &Cloud
@ MQTT Client
@ MQTT Client Il

Refresh

(1) Double click Modbus TCP Server to enter configuration box

(2) Port: This gateway is used as Modbus TCP Server monitoring port. Input any port
within range 1-65535. For example, 502

(3) Click OK to confirm the setting of Modbus TCP Server.

(4) Click Write Configuration. Gateway will restart automatically. After restarting,
Modbus TCP Server configuration is done successfully.

The Modbus TCP Server has enabled the "502" port by default, which can be directly

connected to the upper computer acquisition gateway through WAN or LAN. If the

parameters of the port are not modified, no operation is required.

5.3.2 View and Send Command with KingView

Gateway provides data as Modbus TCP server. Modbus TCP host computer will
collect data from BL110, like SCADA, MES host PCs. Function codes supported for
collecting gateway data: 01 & 05 for boolean data; 03 & 06 for numerical data. Below
example is using KingView to view BL110 device data. WAN port IP: 192.168.1.155,
Modbus TCP Server port: 502
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Project [F] Configure [S] View [V] Tools [T] Help [H]
. S ; 5
A ) S 5| & = A o @ = @ ® L))
Project Big lcon Small lcon  Detail Maker Viewer Alarm History  Network User MAKE VIEW About
- i Soi Instance it |=| Delete opy [[=) Paste po mpo
E- File Inst Edit Delet c 5| Past Export Import
g T5a ¢ E
o -I@ Picture —
& =g o
e -] Seripts @
— -[% Recipe Tcp
E ~[Z] Batch
7 Nonlinear Table
@ | E-E Database
E Structure Tag Device Configuration Wizard -- Summary X
5 Ji\ Tag Dictionary
= = Alarm Group Installing Device Info
= EI{E‘ Device
£ - com - Device Informaiton
=
| - com2
E -"s_ DDE The new device ModbusTCP is produced by
§ k= Board Modicon
=
___sapc OPC Server . e
ice Logic Name:
@ Network Node g
£-8% System Configuration
~453 Set TouchExplorer Device Address: 192.168.1.155:502 1/50
3 Set TouchView
-8 Alarm Configuration
43} Historical Logging Communication Metha
- Network Configuration
- a& User Configuration
31 Printer Setting
Electronic Record Configuration At var
7| Preset Comment
-2 SQL Access Manager
HH Table Template
j;__ Bind List
2@ | =m | oms |
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 == X
1 B A
P e H e ik ¥ ® @ G
Search Clear Import Export Read Config. Write Config. Monitor; Remote Log 32 Help About
= g:?,BU 03Pro Variable Name Address Type Address Value Unit Data type Varikale Key Map Address Ratio
& @com DO1 01 Coil Status(0x) 0 True bool Dol 0{M.000001) none
Do2 01 Coil Status(0x) 1 True bool DO2 1(M.000002) none
DO 01 Coil Status(0x) 2 False bool DO3 2(M.000003) none
EEIAN D04 01 Coil Status(0x) 3 False bool D04 3(M.000004) none
QS475 DOS 01 Coil Status(Ox) 4 False bool DOs 4(M.000005) none
- EIWAN DO 01 Coil Status(0x) 5 False bool DO6 5(M.000006) none
|taae DO7 01 Coil Status(0x) 5 False bool DO7 6(11.000007) none
o Even Do8 01 Coil Status(0x) 7 False bool DO8 7(M.000008) none
i DIN1 02 Input Status(1x) 0 True bool DINT 8(.000009) none
£ OpenVPN
i DINZ 02 Input Status(1x) 1 True bool DINZ 9(M.000010) none
|—{i% Alarms
DINZ 02 Input Status(1x) 2 True bool DIN3 10(M.000011)  none
[~[BTasks DIN4 02 Input Status(1x) 3 True baol DINA 11(M.000012) none
=] @DafaSewices DINS 02 Input Status(1x) 4 True kool DINS 12(M.000013) none
& Pass Through DING 02 Input Status(1x) 5 True bool DING 13(M.0000T4)  none
© Modbus RTUSTCP DIN? 02 Input Status(1x) 5 True bool DIN? 14(M.000015)  none
€ Modbus TCP Server DINB 02 Input Status(1x) 7 True bool DING. 15(M.000016)  none
@ BAChet/IP
QOPC UA
B &Cloud
- @MQTT Client
@MQTT Client Il
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Project [F] Configure [S] View [V] Tools [T] Help [H]

[ B B & ~a 6 @ a w | m
| Project Big lcon Small lcon Detail Alarm History Network User MAKE VIEW About
=@ File Edit E] Delete @ Copy Paste E.—l| Export E’,’?‘ Import
- Picture
B Seripts
-[Z3. Recipe
(1] Batch
Naonlinear Table
E-E Database
Structure Tag COM Device Test x

Jil Tag Dictionary
-8 Alarm Group
={E Device
o CoM1
- CoOM2
-"o_ DDE
k7 Board
" OPC Server
4%} Network Node
=K% System Configuration
£ Set TouchExplorer
1% Set TouchView
& Alarm Configuration
AT} Historical Logging
{7 Network Configuration
44 User Configuration
EZ1, Printer Setting
# Electronic Record Configuration
[#] Preset Comment
E1-LZ SOL Access Manager
L[ Table Template
L. Bind List

Im Template I {l Picture !h Node I:f TagI £} System

Communication Parameter:

Register: A000H |  Data Type: iSH ORT '!
Add Delste | Stop I Add Tag | Add ALL |
Collection List
Register Na... i Data Type I Tag Value i Time Stamp i Quality Sta... ~
00001 Bit Close 2021-8-312.. 192
00002 Bit Close 2021-8-312... 192
00003 Bit Open 2021-8-3 12.. 192
00004 Bit Close 2021-8-3 12... 192
00005 Bit Close 2021-8-312.. 192
00006 Bit Close 2021-8-3 12.. 192
00007 Bit Close 2021-8-3 12... 192
00008 Bit Open 2021-8-3 12.. 192
40001 SHORT 20 2021-8-3 12.. 192
40002 SHORT o 2021-8-312... 192
40003 SHORT o 2021-8-3 12.. 192
40004 SHORT o 2021-8-3 12... 192
40005 SHORT o 2021-8-3 12... 192 %
P N e ] R T N
wBE Bl

Send command from cloud to control device
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Communication Parameter: Device Test I
Register: 40008 | Data Type: SHOR I
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00001 Bit Close 2021-8-3 12.. 192
00002 Bit Close 2021-8-3 12... 192
00003 Bit Open 2021-8-3 12... 192
00004 Bit Close 2021-8-3 12... 192
00005 Bit Close 2021-8-3 12... 192
00006 Bit Close 2021-8-3 12... 192
00007 Bit Close 2021-8-3 12... 192
Bit Open 2021-8-3 12.. 192
SHORT 30 2021-8)3 12.. 192
40002 SHORT 1] 2021.8-3 12.. 192
40003 SHORT [] 2021-8-3 12.. 192
40004 SHORT ] 2021-8-3 12.. 192

40005 SHORT [] 2021-8-3 12.. 192 >
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5.3.3 OPC UA Configuration

JORN- N .

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

4

Search Clear Import Export Read Config. |Write Config|

B chBLiosrro
E} &Ecomi
Q@M140T
EHi@ILAN
@475
[ZIWAN
154G
B =ven
@ OpenVPN
ﬁ‘&Alarms
EéTasks
[} & DataServices
& Pass Through
@Modbus RTUSTCP
@ Modbus TCP Server
Q@BACnet/IP
oo ]
B &Cloud
@MQTT Client
@MQTT Client Il

© B

Monitor Remote Log

Name

OPC UA

-BL10X

B @

i3 Help About

X
i

Name

Time

Model

Version

4G Module
IMEI

Signal Strength
operator

SIM ICCID

SIM Status

&

o000 000:’

Port
coMi1 M140T
LAN 2475

Device Name

~ o~ o~ o~ o~ o~

1) Double click OPC UA to enter configuration box
2) Click Enable to enable(green color) OPC UA. Default is disabled(gray color).
3) Port: OPC UA Port, default is 4840
4) Anonymous: If enabled, OPC UA can be connected without ID and password

without encryption, thus select None)

5) User, Password: only to be set when anonymous is disabled

6) Security Policy: Select connection encryption policy(This example is connecting

(7) Certificate, PrivateKey: This example is connecting without encryption, then it's

not necessary to upload certificate and privatekey.
(8) Click OK to confirm OPC UA configuration
(9) Click Write Configuration. Gateway will restart automatically. After device

restarting, OPC UA is configured successfully.

5.3.4 View and Send Command with UaExpert

BL110 provides data as OPC UA server. Below is the example of collecting BL110
data with UaExpert(OPC UA Client). Connecting UaExpert with BL110 OPC UA server.
Datapoint will be generated automatically. Datapoint names are the same as variable

names in configuration software. Node id Consists of the device name on the

configuration software and the device's data point label.
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v [ Project Name Value Datatype  ource Timestam erver Timestam
3 servers Endpoint Filter |npc tep -
v
- ree T
~ &% Local Network
> # Microsoft Terminal Services
> & Microsoft Windows Network
> & Web Client Network
~ & Reverse Discovery
% < Double click to Add Reverse Discovery... »
v # Custom Discovery
| < Double dlick to Add Server.. »
Mddress Space > %L, opciop:/f192.168.1.155:4840
© Rel Bl edit URL 7 x

[ERERFERT VAL 5E T FORpEer

TR

Jrery service running

| ope. top /192 168, 1. 155 4540

suthent|
(® hnoromons
Uzername Store
Password
>
Lng ; | Certificate F a 5
% E Frivate Key
Timestamp Source (o
cUzifars 1811 0u.AYY uacxpert
2021/8/3 14:17:59.499 Usxpert | [ Comnest hutomstically
2021/8/3 14:17:59.499 UaExpert oK Cancel
2021/8/3 14:17:59.499 UaExpert
2021/8/3 14:17:59.499 UaExpert Loaded XML Nodeset Export Plugin (Static Plugin)
2021/8/3 14:17:59.508 UaExpert UaExpert is ready to use.
2021/8/3 14:18:05.023 DiscoveryWid... Discovery FindServersOnNetwork on opc.tcp://localhost:4840 failed (BadTimeout), falling back to FindServers
2021/8/3 14:18:05.535 DiscoveryWid... Discavery FindServers on opc.tep://localhost:4840 failed (BadTimeout)
2021/8/3 14:18:06.047 Discovery\Wid... Discovery GetEndpoints on opc.tcp://localhost:4840 failed (BadTimeout) v
[ Unified Automation UaExpert - The OPC Urified Architecture Client - NewProjeet® - o X
Fle View Server Document Settings Help
N & ~
DFPBBE #=0 X2 2D
Project B X Data hecess View D stributes 8 x
~ 3 Project [T server Node Id Display Name | Value ourcs Timestam erver Timestam  Statuscodd @ |wr| & @ ()
v O Servers !; rafiaon 0. NS1iSrinal XU 00 BauLo 0 1 oo iiribate -~
12, kingPigeon OPC U Server Application | |3 il inq) Patbs | o e
v [ Dowuments |4 kinal FX3U.D3 oo
B Data Access View |5 king UL | ood Namespacelndex 1
6 kinaf EX3UD5 | 00 IdentifierType  String
7 kina! FX3U oo s
8 kin RGUDT ; Identifier coml FX3U
9 ling F3UY0 | lse oo :
10 kinaPi 301 | | false ood Modiiaes Objed
[11 faoap padre e = BrowseName 1, "com1.FX3U"
13 Kinabi FX3UY4 | |ke e DisplayName “en-US", "com.PXU"
(14 kinaPi EX3UY5 || talse 00 e = T v
|15 kinapi U false o0 < B
|16 kinapi 30 | e oo
I:g naP] S;g smﬂq{w | Ise 00 Referancas B x
118 ki - 2 falsc: oo
(hddress Space LT nal §7-200SMART.Q0.2 | lse oo Gl @ teward v (]
£ ¥o Migliht ||20 knai S7-200SMART.Q03 lse od ,
L 2 g al ggﬁém;:ﬁ‘s | I“ oo Reference Target DisplayName -~
122 linal X 2 e o0 5
@ Roat : 123 king 57-200SMART.Q0.5 lse 00 HasTypeDefini... BaseObjectType
~ (D Objeets |24 lina ST-200SMARTQ0.7 e s00d Orgenizes  FX3UYO
>y Server 25 king : RTVWO oo ;
26 kina in I ST-200SMARTVW2 | oo Orgenizes  PX3UVI
27 kin i A ST-200SMARTVWS | cod Bk RaLY?
& - |38 lana -+ | NS1farinalS7-200SMARTVME  S7-200SMARTVWS | oo R
coml.F3U } 128 king . | N61SnnalS7-200SMARTVANE  S7-200SMARTVWVE | | 10 oo Organizes FXauy3
& |an.57-200SMART npaiiie FXIUY4
O Types Organizes RS
O Views Organizes FaUYe
Organizes BN
13 >| |Organizes  PX3UDD v
[Log ax
80
Timestamp: Source Server Message 0
|2022/0526 11:314 DA Plugin kingPigeon O.. ltem succeeded : 3 ret = Good]
2022/05/26 1 1 DA Plugin kingPigean C.. Item ] suceeede: RevisedQueusSize=1, Monitoreditemld=25 [ret = Good]
2022/05/26 113108577 DA Plugin kingPigean C.. Item i VW2] succeeded : . RevisedQueusSize=1, Monitoreditem|d=26 [ret = Good]
2022/05/26 11:31:08.577 DA Plugin kingPigeon Q.. Item [NS1[Sring|S7-200SMARTVWA] succeeded : Revisedsamplinglnterval=250, RevisedQueueSize=1, Monitoreditemld=27 [ret = Goed]
2022/05/26 11:31:08.577 DA Plugin kingPigeon O.. ltem [NS1[String[S ] succeeded : RevisedSampli I i i i d=28 [ret = Good]
2022/05/26 1 577 DA Plugin kingPigeon OL. hem [NS1|String|S7-200SMARTVWS] succeede ) RevisedQueues feat = Good]
|2022/05/26 11:31:21.578 DA Plugin kingPigean O... Write to node ‘NS1|StringlFX3U.D0" succeeded [ret = Good]
|2022/05/26 11:31:37.791 DA Plugin kingPigean C... Write to node "NS1|StringlFX3UY2' succeeded [ret = Good]
022/05/26 11:31:44527 DA Plugin kingPigeon C.. Write to node 'NS1(Sring|FX3UNT' succeeded [ret = Good]
|2022/05/26 11:31:54900 DA Plugin kingPigeon 0. Write to node 'NS1|Sring|S7-200SMART.QT succeeded [ret = Good)
|2022/05/26 11:32:04241 DA Plugin kingPigeon OL. Write to node 'NS1|Sing|S7-200SMARTVIWE' succeeded [ret = Good]
2022/05/26 11:3305.272  Awtribute Plugin kingPigeon O... Read attibutes of node ‘NS1|Stringleom.FX3U! succeeded [ret = Good].
2022/05/26 1 275 Reference Plugin~ kingPigeon O.. Browse succeeded., v
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Double click datapoint value, input value and press enter to confirm it.

5.3.5 MQTT Client Configuration
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2022/05/26 143108577 DA Plugin kingPigeon O.. ftem [NS1|Sring|s succeeded : ol 25 [ret = Good]

2022/05/26 11:31:08577 DA Plugin kingPigeon O Item [NS1[Sring] succeeded - fret = Good]
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2022/05/26 1 578 DA Plugin KingPigeon O... Write to node ‘NS1|Sring|FX3U.00' succeeded [ret = Good]
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P - N§TfGinalS7-200SMARTQS  §7-200SMART.Q0.3 alse olean ood =
G [f6 ekl NS 1[Suing|S7 200SMART, $7-200SMARTQ0.4 alse oolean cod Reference Target DisplayName

© oot NS][StrinalS7-200SMARTQ! S7-200SMARTQ0.S alse oolesn cod ;

> NS1[StrinalS7-200SMART.G6 57-200SMART.Q0.6 alse oalean ood HasTypeDefi BaseObjectType.
v (& Objects N5 1(SrinalS7 200SMARTGZ  57-200SMAREQ0.7 alse aalean cod G AU

Ko NS 1[Sring|S7-200SMART S7-200SMART 16 ood
i 51/6iralS7-200SMARTVZ 00SMARTVW2 nt16 ood Organizes XU
v 3 gateway naPigeon O NS 1/Siring|S7. 200SMART S7-200SMARTVE nt16 cod & RGUY2
inaPiaecn Q... NS1[StrinalS7-200SMARTVWE  S7-200SMARTVWE int16 oad A =
& com1FGU inaPiaeon O.. N51/StrinalS7-200SMARTVWE  S7-200SMARTVWE ] inti6 ood Organizes FX3UY3
_ > % Lan57-2005MART Organizes FX3UY4
O Types Organizes FX3UYS
B Views Organizes AOUYE
Organizes [zl
s | |organizes FX3U.00 v

Los ax

®B8

Timestamp Source Server Message

2022/05/26 11:40:48.337 DA Plugin kingPigeon O.. [w-m T node wuceeded fret = Goodl |

The "BLIIOT" JSON data format of MQTT Client and MQTT Client Il is the same as
BLIIOT MQTT. Refer to: BLIIOT MQTT Data Format
Connect to the ThingsBoard platform, select the JSON data format in the

"thingsboard-telemetry-gateway" format. The ThingsBoard platform domain name is

thingsboard.cloud.
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Connect to a platform that supports Sparkplug B, such as the ignition platform, select
the JSON data format in the "sparkplug b" format, click the button next to the data
template item, enter configuration box to configure the group ID and edge node ID.
The difference between MQTT Client and MQTT Client Il is that the subscription topic
of MQTT Client Il does not work. The purpose of MQTT Client Il is that the platform
can view the data but cannot control the data. Therefore, MQTT Client Il connection is
not introduced.

The configuration of MQTT Client is as follows: Connection without certificate and the
JSON data format in BLIIOT format as an example.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — X
P2 &g p e b x | O B ™ ® d
Search Clear Import Export Read Config. [Write Configl Monitor Remote Log $  Help About
[ 5 BL103Pro MQTT Client
Bl & comt ) Enabl
©M140T Variable Type Port Device Variable Name
Bl ELAN IP/Domain test.mosquitto.org |
95475 Port 1883 i
[ WAN Client ID BL10x MQTT
Rac User Name BL10x_ MQTT
B Even Password BL10x_MQTT
€9 OpenVPN x509( I
ﬁ%A\arms CAFile E
[ Tasks Client Certificate File D
= @DataSewices Client Key File |I|
€9 Pass Through Data Temp\arla KingPigeon ~ |_|
) Modbus RTU Subscribe Topic BL10x_MQTT_down
@ Modbus TCP S| Publish Topic BL10x_MOTT_data v
@ BACnet/IP Upload Cycle(s) 30 —
QOPCUA Data Retransmission{_JI
E-&SCloud
@ MQTT Client Il

(1) Double-click "MQTT Client" to enter configuration box. (2) Click the Enable button
to enable MQTT Client. Default: off. Gray: Disabled, Green: enabled. (3) IP/domain:
fill in the IP/domain name of the MQTT server. 4) Port: Fill in the MQTT server port,
Default: 1883. (5) Client ID: The client identifier used in the MQTT connection
message, and the server uses the client identifier to identify the client. (6) Username:
The username used in the MQTT connection message, the server can use it for
authentication and authorization. (7) Password: The password used in the MQTT
connection message, which can be used by the server for authentication and
authorization. (8) Data template: Select according to the JSON data format supported
by the MQTT server, default is "Beilai". (9) Subscribe topic: The topic name used by
the MQTT subscription message. After subscription, the server can send a publish
message to the client for control. (10) Publish topic: The topic name used by MQTT to
publish the message. The topic name is used to identify which information channel the
payload data should be published to. (11) Upload cycle: Data publish interval, default
is 30S. (12) Data retransmission: Whether to enable data retransmission, Gray:
disabled, Green: enabled. (13) Data Reporting Settings: Select the data point to be
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uploaded in the box on the right side of the configuration box, the default is blank
means all upload.

(14) Click "OK" to confirm the configuration of BLIIOT MQTT. (15) Click "Write
Configuration”, the MQTT Client will not be enabled until the gateway device restarts.
Re-open the configuration software to log in to the device, and you can see on the
basic information page that the prompt light of "MQTT Client Online Status" is green,
indicating that the MQTT Client is connected. The rightmost shows the online status of
the slave device.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
""" 1 Paary " I A
PDa oo A &k @ O B B @ G
Search: Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
= g5,BL103Pro
B &comt
@M140T
LAN
& @ Name Value Cloud Status Port Device Name Status
@ s475 Name Beilai Gateway fvartT client ® | ||[oomT waor =)
EHIWAN Time 17:08:34 08/29/2022 MQTT Client Il ® LAN 5475 ®
“ac Model BL103Pro Ali loT )
B E=JveN Version viaz HUAWE 1oT ®
. 4G Module EC200SCNAAROTADSM16 AWS IaT ®
) OpenVPN
y ME 853618052204261 KingPigeon loT ®
Tig Alarms : =
Signal Strength 19 (Normal14-31) KingPigeon Modbus loT )
[ Tasks Soerater NULL
= & Dpataservices SIM ICCID NULL
@ Pass Through SIM Status Failed
@ Modbus RTUSTCP
) Modbus TCP Server
BACnet/IP
Refresh
§OPC UA
E & Cloud
@MQTT Client
@MQTT Client Il
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5.3.6 View and Send Command with MQTT.fx
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(
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|

B Edit Connection Profiles

Profile Name | MQTT Server

Profile Type  MQTT Broker

MQTT Serve:
MQTT Broker Profile Settings
Broker Addresq | test.mosquitto.org
Broker Pory | 1883
i i
General BELEIECENHIEN SSL/TLS  Proxy LWT
User Name | test
Password | eeee
g -

Note: Client ID can not be the same the Client ID in configuration software

Message received in MQTT.fx:
Subscription Topic of MQTT.fx is the Publishing Topic configured in MQTT Client
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@ MQTTH- 171

Extras Help

I:l e

Scripts  Broker Status Log

Topics Collector [0) Secan i

date ;4

Dump Messages Mute g
date

i 3

03-08-2021 18:05:54.65154508 QoS0

{"sensorDatas™:[{"flag L i
er”:0}, {"flag":"Y1", "switche

Y6
"D1","value”:6
2" : 0}, {"flag"”
"iT00", "sw
3", sw
6", "sW
ag”:"VM2", "val

31 flag "'\rm" '\raluu 10}, "‘fl' "iTVNGT, "valua 'a,.{"ﬂdg :"VW8", "value":9}
].. nma':"mugasisi." 'addTlme":'ZﬁZl 08-03 10 85:54"}

Payload decoded by Plain Text Decoder A

Use MQTT.fx to publish:

Public Topic is the Subscription Topic Configured in MQTT Client

@ MQTTH - 1.7

[ [T—
i Disconnect

Subscribe  Scripts Broker Status  Log

- O

” Qo5 2 Retained e

1
“sensorDatas’
[
“switcher":1,
“flag ™
!
f'-do\‘-m".' down
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@ MaTTH- 1.7

Extras Help

Publish  Subscribe  Scripts  Broker Status

5 a Retalned false)
INFO MgttFX ClientModel
: 17:4 8 INFO MguiFX ClientModel
2021-08-04 17:48:&1, INFO BrokerConnectorController
2021-08-04 17:48:41, INFO ﬂqttFX ClientModel
17:48:41, INFO ScriptsController
17:48:41, INFO riptsController
17:48:41, INFO riptsController
17:48:41,642 INFO
17:48:41,643 INFO
2021-08-04 17:48:41,645 INFO
2021-08-04 17:50:04,047 INFO BrokerConnectorController
, 047  INFO ScriptsController
INFO MgttFX ClientModel
INFO MgtiFX ClientModel
INFO SubscribeController
INFO MgttFX ClientModel
INFO MgtiFX ClientModel
INFO MqttFX ClientModel
INFO MgttFX ClientModel
INFO MgtiFX ClientModel
INFO MgttFX ClientModel
INFO MgtiFX ClientModel
6 INFO PublishController
2021 08-04 0 INFO MgttFX ClientModel
7 8 & 6,19 INFO MgtiFX ClientModel
“sensorbatas’ :

rlptcCunlruller

"down™ : "down™
i
r'l

to topic down (QoS 0, Retained: false)

Disconnect

messageArrived() with topic: date

messageArrived() added: message #2 to topic 'date’
onDisconnect

rebuildMessagesList()

Clear console.
Cleir consule.

session present: false
onsubscribe
rebULIdMesnagequatl]

JJensd.mgttfx.entities.Top
attempt tﬂ add PublishTopic
sucessfully subscribed to topic date (QoS @)
messageArrived() with topic: date
messageArrived() added: message #1 to topic 'date’
publish
attempt to add PublishTopic
sucessfully published message {

@ MQTTh-17.1

Extras  Help

Disconnect

Qos 0

QoS0

QoS0

Publish Scripts  Broker Status  Log
date -
date date
Dump Messages Mute
date
date
date
Topics Collector () Scan K
date

", "sWitcher®:

Page 115 of 141

i censurﬂata‘“'[{'flag':
her" ‘B.. "flag™:"Y1","switcher” :'
cher™:0},{"flag™:"YA" "switcher"”

tcher™: H,,t “flag":|Y7", "switcher® ‘e .l fl«g

"0}, {"flag":"D2","Vallie 05,1 flag
lag":"D5","value":0},{"flag": “Dﬁ',“value E

}.{"flag":"01", "switcher”:

Shenzhen Beilai Technology Co., Ltd

04-08-2021 17:50:18.64213381

"GPS","lat":"0. aarm" "lng":"0.00080"},{" flag™:"Ye","switc
Y2 s "switcher® .e;.l flag”:"Y3", "swit
"Y5", "switcher”:0}, {"flag":"Y6", "swi
"De”,"value”:8},{"flag™:"D1","value
"value™:0}, {"flag™: 'Db“,“ualue“: i
flaE""D?".“value ‘u,, "flag":“ﬂﬂ
L tldg 1"02", "switcher":0}

3", "switcher™:8},{"flag":"04","switcher”:8} ’”flag""QE” '5w11rher H
06' "switcher” .D..;“rlag“"u?“ "switcher” 1,,1 flag":"VHWO", "value” 16,,. flag"“

Payload decoded by Plain Text Decoder -
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@ MaTThc- 171

m Extras  Help

Industrial loT Gateways

Disconnect

Publish Scripts  BrokerStatus  Log

date
date
Dump Messapes Mute
Topies Collector {0) Sean =

date

04-08-2021 17-50:33 68238394

-BL10X

Qes0

Qos0

Qos 0

aeso

@ MOTT.6x - 1.7.1

B oo v

Publish Scripts  Broker Status
date
date
Dumg Messages Mute
Taopics Collector {0) Scan

Log

date

date

date

03-08-2021 17:50:38.68238804

Payload decoded by

Pilzin Text Decoder

Qos0

QoS0

QoS0

Qus0

QoS0

Page 116 of 141

Shenzhen Beilai Technology Co., Ltd

V1.0



7>~ Industrial loT Gateways
¢BLior _BL10X

5.3.7 Alibaba Cloud Configuration

Device Certificate

Device Certificate copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

v Introduction to the unique-certificate-per-device and unique-certificate-per-product modes

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — X
[ Rl -
D248 2 8 4 ¥ ® B w @ G
Search Clear Import Export Read Config. Write Config| Monitor Remote Log £ Help About
4G Ali loT
B &veN
@ OpenVPN Variable Type Port Device Variable Name
r ﬁ%Alarms Status
- FRTasks ion Mode | Device Secret ~] ®
B Eataservices Region | China(st i - L J
| @Pass Thro e |
@ Modbus R Productkey | |
| @Modbus T DeviceName | BL10x- |
| @ BACnet/IP| DeviceSecret |
gorcua ENET [
B &Cloud Cliot Eort B Bl =]
-@mar cid Client Key File =]
—@wmar cid Upload Cyele(s) 30 |
P HUAWEI |
Lgnwsior L8] =]
—~&KingPigeon laT
@ KingPigeon Modbus loT
{BAdvanced Settings =

(1) Double-click "Alibaba Cloud IoT" to enter configuration box. (2) Click the Enable
button to enable Alibaba Cloud. Default: off. Gray: Disabled, Green: enabled. (3)
Authentication mode: Choose whether to use a key connection or a certificate
connection. The default is key connection. (4) Region: Select the Alibaba Cloud region,
default is China (Shanghai). (5) IP: The IP address of Alibaba Cloud for the enterprise
version, don't need to filled in for the public version. (6) ProductKey: The same as the
ProductKey in the Alibaba Cloud device. (7) DeviceName: The same as the
DeviceName in the Alibaba Cloud device. (8) DeviceSecret: The same as the
DeviceSecret in the Alibaba Cloud device. (9) CA file: When enabling certificate
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connection, select the root certificate file to upload. (10) Client certificate file: When
enabling certificate connection, select the client certificate file to upload. (11) Client
key file: When enabling certificate connection, select the client key file to upload. (12)
Upload cycle: The interval for regular data release, the default is 30S. (13) Select data
point upload: select the data point to be uploaded in the box on the right side of the
configuration box, the default is blank means all upload. (14) Click "OK" to confirm (15)
Click "Write Configuration", and Alibaba Cloud will not be enabled until the gateway
device restarts. Re-open the configuration software to log in to the device, and you
can see that the "Alibaba Cloud Online Status" indicator light is green on the basic
information page, indicating that Alibaba Cloud is connected. The rightmost shows the
online status of the slave device.

5.3.8 View and Send Command in Alibaba Cloud

Add datapoint to Alibaba Cloud as below picture. Make sure datapoint mark is the
same as MQTT flag in configuration software. For example, MQTT flag of datapoint
VW8 of PLC S7-200SMART is VW8 in configuration software, then set VW8 as
datapoint mark in Ali Cloud. Function name and variable name can be different.

BLiiotBeilai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
] T E ) f
P24 £ & i A © O B ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $17  Help About
=] EI'&BU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratia
B ecomi Qo.o Q 0 bool Q0.0 31(M.000032)  nol
Qo.1 Q 01 boal Qo1 22(M.000033) o
QFX3U
Qo2 Q 02 bool Qo2 33(M.000034)  no
EE@Icom Q03 Q 03 boal Q03 34(M.000035)  no
@s7-200 Qo4 Q 0.4 bool Qo4 325(M.0000386) no
B &Ecom3 Qos Q 05 bool Q05 6(M000037) o
@CPILL Qo6 Q 06 boal Qo5 I7(M.000038) o
B &Eicoms Qo7 Q o7 bool Q07 38(M.000039)  no
Vo vw 0 uint16 vwo 13(M400014) 1
@DVP-125A2
vwz vw t16 vwz 14(M.400015) 1
EEan V4 vw 4 uint16 Vw4 15(M.400016) 1
VW6 W 5 uint16 vws 16(M.400017) 1 |
1]
@CPIL-EL Ve W 8 uint16 v>ua 17{M.400018) 1
[EHiZWAN
@FXSU
R)4G
B E=veN
2 OpenVPN
I:*(’,Ala\ ms
E@'Tasks

=) @ DataServices
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& Publicinstance IoT Platform / Devices / Products / Procluct Details / Define Fe:

Devices « Edit Draft

ct Name BLIOZH Produ
Devices @ You are editing a draft. You need to cick Publish to apply the TSL model,
Groups Import || TSL Model Version History v
Job
o o + Default Module
CA Certificate
Add Standard Feat
Default Module
Rules
ture Type Feature Name(al) 7 Identifier 1+ Data Type
Maintenance v +Add Module
Broperties e Int22
Resource Allocation v
Link Analytics &2 Properties W6 W6 Int32
Gt Properties vwa In22
Documentation and Tools
Properties w2 w2 Int32
Properties o Int22
Properties o Boolean
Properties [ Bookean

Data received in Alibaba Cloud is as below:

€1 Workbanch in

Devices

% Public Instance

Dl « BL10x-miyao

Products

Manage Files

Groups

Jobs

CA Certificate z Q

Rules p Property Ma Data Ty T
Default Module
Maintenance

& nt 2021, 200518
Resource Allocation

0 o t 2021, 2005
Link Analytics C

o2 02 i 221, 20051878
Link Visual

Documentation and Tools

-BL10X

Data Definition

Value Range: -2147483648 ~ 214748
3647

Value Range: -2147483648 ~ 214748
3647
Value Range: 2147483648 ~ 214748
3647

Value Range: -2147483648 ~ 214748
3647

Value Range: -2147483648 ~ 214748
%

Boolean value:

0-

H

e

=

Boolean value:

0-

*

H

setsnarate[ €O |

Actions

Edit | Delete
Edit | Delete
Edit | Delete
Edit | Delete
Edit | Delete
Edit | Delete
Edit | Delete
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swpt ap B O W @ E

E (-] Alibaba Cloud @ Workbench tina (Shanghai)

& Public Instance
@ @ bao i wii
Devices
Products 9 “ onn Data
Devices @ a2 o
Groups =
@ G bo T
Jobs
a4 a bock L 5
CA Certificate
Rules - & e =
Maintenance as as boa ope Dat
Resaurce Allocation = -
@ ar baal 1
Link Analytics
vwo i o
Link Visual
w 7 i fug 12 o
Dacumentatian and Toals
wa 4 Aug 12,2021 0
ww i in o
vo v boo o 1 o
- boo 2

Sending command from Alibaba Cloud
Note: Currently Alibaba shadow function is not supported. Need to send command
from online debugging

Ec'] AlibabaCloud ~ ® Workbench  China (Shanghai) Bxparses T ICP Enterpriss wmE 0 WO o
10T Platform Maintenance

€ Public Instance

Online Debug

Devices
Products device BLIOKEH v BlOemiya0
Devices x worten @ C &
or
Groups ) .
Jobs
118 [Status* false’
V10,
CA Certificate Modue:  Defautt Moduia v
= 2 - property n
Rules - nghvodel D
Maintenance %0 v | Dehugging v
i e instanceld“iot-pubic, ’
Real-time Monitoring ) Aug 13,2021 hmg'n?méwwpn* ost ‘
Ei} v RhaptIn Lt miyao “Messageld” 0240433330688°)
Dashboard
Online Debug
Device Simulation ”
YW2(vwz) Get
Device Log 0 sat
OTA Update VW

Remote Config

Alert Center
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J AibabaCloud &

bench

& Pl Thstince loT platiorm / Maintenance | Online Debug

Online Debug

Devices

Select device: | BLIOx-Z48 V| BLiowmiyag

Products

Devices © Online debugg

ing only supports debugging real e

quipment, please use

Real-time Logs

Device simulator

Groups

Jobs
["Statustrue”,

Module:

CA Certificate Default Module 2021, 08553521

Rules

Maintenance

a v 5L
Aug 13,2021, 09554817

Real-time Monitoring

Dashboard

Online Debug

rstetus®

Aug13, 2021, 0955488

Device Simulation

Device Log 0

IBe ["Status"*true”
BLI-miyac/thi

ati

OTA Update Aug 13,2021, 09553521

)

Remote Config

("Status™ trug
Alert Center

REEIE -

5.3.9 HUAWEI Cloud Configuration

Expenses

nstanceld;

viceName":"BLIDx-miyac”, r"e=sag=d

nstanceldiot-public
aurx m\;zn,“'mg Jevent/property/post’ (n
Fesu

Tickets

“*iot-public”,‘Params"

Params*s”

ICP  Enterprise

UtcTime
cald™ 02303228 1626
eName™ BL10N-miya0

500652074

failed”,"
0;

- property not found” \"aty
"3 10VEEKIOW" BizCode”

Time':-

-13 09:55:48.008", Operation’ /5
21-08- 13703 ss

nstanceldiot-public’‘Params'
ode"200" "Reason™”
hwahwnEcnuAATAedSkn0D000)
8 TOVEERKIW "inCode" ThingModelMessage

nstanceld

“Result

£77200" Reason™success” UtcTime” .uvwa«srosssssuwuauu

“UteTime 20
2" Traceld" 023032261 628819
vicehlame" BL10x-Miyac” "Messageld”

i Time:*2021-08-13 09:55:35.021" “Operation :*Check’,
otid" b ahwn

/5y
2021-08-13T09:55:35.021+ 08001
- “Productie

/alove

ingModel”"De

=

"142599944026266214

“Codl

IAfAedSkNDO0000" Res

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

P o £ O i &« @© O B

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

37 Help About

U ac HUAWEI loT
B EveN i Szm.blel
) OpenVPN Variable Type Port Device Variable Name
e ar ) ) Collection Point COM1  M140T DOl A
il Authentication Mode | Device Secret - e S S =z s
_ deeseiret J !
BB Tasks 1P/Domain matts.cn-north-4.myhuaweicloud S e Ey— — 5
DatServices Port | 1883 ] Collection Point comM1  Mi40T DO4
€D Pass Through Device ID| — ] Collection Poi com1  m140T DOs
@ Modbus RTU ks — 1 Collection Point COM1 M140T DO6
Device Key | ]
Collection Point COM1  M140T DO7
@ Modbus TCP § o E X
Collection Po cOM1  M140T Do8
@IBACHEI/IP Client Certficate File =] e B
Collection Point COM1  M140T DINT
QOPC UA ) )
e keyine L Collection Point com1  miaoT DIN2
- &Cloud Server ID Collection Point COM1  M140T DINZ
; allection Poinl
D MQTT Client Upload Gycla(s) | 30 ] Collection Point coM1 M140T DIN4
©MQTT Client I D resmemisil 3 Collection Poi COM1  M140T DINS
Al loT Collection Point CcomM1 M140T DING
I:I Mactinn Daint contasuant o
@AWS loT
&) KingPigeon loT
9 KingPigeon Modbus loT
@Advanced Settings
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Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - 3 X

Search Clear Import Export Read Config. |Write Config] Monitor Remote Log 3 Help About

(846 HUAWEI loT
B e @) Enable

) OpenVPN Variable Type Port Device Variable Name
Collection Point LAN 5475 temp —

1i% Alarms L
<
Authentication Mode Device Secret Collection Point N 5475 FEEES

g1«

[@Tasks 1P/Domain >t-maqtts.cn-north-4.myhuaweiclou
B & DataServices Port 1883
9 Pass Through
@ Modbus RTU=
@ Modbus TCP §
©BACnet/IP
D OPC UA Client Key Fill
B &cioud Server ID
@MQTT Client
@MQTT Client Il
@Al loT

@AWS - | OK | Cancel

£ KingPigeon loT
& KingPigean Modbus loT
@}Advanced Settings

Collection Point LAN 5475 power

Device ID
Device Key
CAFile

L]
Client Certificate File =
L]

Upload Cycl

Data Retransmissionl

(1) Double-click "HUAWEI CLOUD loT" to enter configuration box. (2) Click the
Enable button to enable HUAWEI CLOUD. Default: off. Gray: Disabled, Green:
Enabled. (3) Authentication mode: Choose whether to use a key connection or a
certificate connection. Default is key connection. (4) IP/domain: Connect to the
address of HUAWEI CLOUD, enter the console, click Overview, and the platform
access address of the device access service console, you can view the server
address. (5) Port: 1883 by default, 1883 for key connection, and 8883 for certificate
connection. (6) Device ID: Set the same as the device ID on HUAWEI CLOUD. (7)
Device key: Set the same key as the key on HUAWEI CLOUD, and enter the key
when creating a device. (8) CA file: When enabling certificate connection, select the
root certificate file to upload. (9) Client certificate file: When enabling certificate
connection, select the client certificate file to upload. (10) Client key file: When
enabling certificate connection, select the client key file upload. (11) Server ID: Set the
same as the service ID on HUAWEI CLOUD, the service ID set when creating the
product. One service ID or multiple service IDs can be set. This example introduces
multiple service ID applications, adding "M140T" and "S475" service IDs. (12) Upload
cycle: The interval for regular data release, the default is 30S. (13) Data
retransmission: whether to enable data retransmission, click the button to enable.
Gray: disabled, Green: enabled. (14) Select data point upload: select the data point to
be uploaded in the box to the right of the configuration box, the default is blank means
all upload. In this example, the service ID "M140T" selects the data point of M140T to
upload, the service ID item selects "M140T", right-clicks the mouse in the right box,
the data point box pops up, and selects the data point of "M140T", for example: click
the data point of M140T DOA1, click and hold the left mouse button, move the mouse
down to the data point to be uploaded, click "OK", and the data point you selected will
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be displayed in the box. Select the service ID "S475", right-click in the box, the data
point box will pop up, select the data point, and click "OK".

(15) Click "OK" to confirm the configuration of HUAWEI CLOUD. (16) Click "Write
Configuration", HUAWEI CLOUD will be enabled after the gateway device restarts.
Re-open the configuration software to log in to the device. On the basic information
page, you can see that the "HUAWEI CLOUD online status" indicator light is green,
indicating that HUAWEI CLOUD is connected. The rightmost shows the online status
of the slave device.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
Popo @ &k @ O B ®® a
Search Clear Impert Export Read Config. Write Config. Monitor Remote Log $3  Help About
(a6
- E9vPN
2 OpenVPN
T Mlarms Name Value Cloud Status Port Device Name Status |
B Tasks Name BeiLai Gateway MQTT Client ® comM1 | M140T ®
B Sbatasenices Time 18:22:12 08/29/2022 MQTT Client I ® LAN 5475 ®
Model BL103Pro AliloT )
f1lFass Thioud Version Vi3 HUAWEI loT @ |
@Modbus RTU=TCP 4G Module EC200SCNAARO1AOOM16 AWS [oT ®
€@ Modbus TCP Server IMEI 888618052204261 KingPigeon IoT ®
&2 BACnet/IP Signal Strength 21 (Normal:14-31) KingPigeon Modbus 15T ®
©OPC UA operator NULL
B & Cloud SIM I€CID NULL
® MQTT Client SIM Status Failed
@MQTT Client I
@Al loT
Refresh
QAWS loT
@ KingPigeon loT
& KingPigeon Modbus loT
@}Advanced Settings

5.3.10 View and Send Command in HUAWEI Cloud

2 HuAWEI CLOUD

Basic (e import from Library Import from Local Import from Excel Leam About Product Models | Export
- Default
" Service List ®c : e TR §Acxity Servce || Delon Somvica
widoT
Ses Property Name Data Type Access Mode Description Operation
D01 Integer Readable,Wirtabl
T Doz Intager Readab
003 Integer Readabi
Do4 Integer Readab
Dos Intager Readab
0os Integer Readabi
L o7 Intege Readabl

| EER D01,002.D03,004 004,005,006 D07 D08 Copy _Edit | Delete |

0 v arest < [l

The property name is the variable label identifier on the configuration software
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1 (= B T
DE e @ 3 = = ® a
Search Clear Import Export Read Config. Write Config. Monitor Remote Lo 37 Help About
=] EI]BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
B @comt DO1 01 Coil Status(0x) 0 bool po1 (M.000001) nane
DO2 01 Coil Status(0x) 1 bool ipo2 1(M.000002) none
D03 01 Coil Status(0x) 2 bool po3 2(M.000003) none
EHEILAN DO4 01 Coil Status(0x) 3 bool DO4 (M.000004) none
DS475 pos 01 Coil Status(0x) 4 bool D05 L{M.000005) none
WAN DO6 01 Coil Status(0x) 5 bool D06 5(M.000006) none
plaG DO7 01 Coil Status(0x) 5 bool po7 5(M.000007) none
B EveN DO8 01 Coil Status(0x) 7 bool o8 7(M.000008) none
- @ OpenyPN DINT 02 Input Status{1x) 0 bool DINT (M.000009) none
DINZ 02 Input Status(1x) 1 bool DIN2 (M.000070) none
Alarms
DIN3 02 Input Status{1x) 2 bool DIN3 10(M.000011)  none
[F@Tasks DINg 02 Input Status(1x) 3 bool DIN4 11(M.000012) none
5] @DalaSeNiCeS DINS 02 Input Status(1x) 4 bool DINS 12(M.000013) none
1 Pass Through DING 02 Input Status{1x) 5 bool DINS 13(M.000014)  none
€ Modbus RTU=TCP DIN7 02 Input Status{1x) 5 bool DIN7 14(M.000015)  none
€ Modbus TCP Server DING 02 Input Status{1x) 7 bool DINB 15(M.000016)  none
© BAChet/IP
QOPC UA
E-&Cloud
@ MQTT Client
@ MQTT Client Il

Data received in HUAWEI Cloud:

aintenance

Child Devices

BL10x £

BLOX

Secrst Rasst Secret

Jan22 2021 12

Directly connactad

V103 Vo

Latest Data Reported Qusry Hist

DO1 DO2

Page 124 of 141 Shenzhen Beilai Technology Co., Ltd V1.0



{B?I?OT Industrial loT Gateways

MAKE IIOT EASIER

-BL10X

HUAWEI CLOUD f

= waor o1 ResdonlyViriabla | 0
oz Read-only Witable
S 5 [Chenge] o3 Read-only Witsble
Defauit
! ot Read-only Writsble | 1
8 D Read only Witable
Product
< 00§ Read-anly Writable
o7 Read-any Witable
= , og Read-onlyWiisble | 0
Saftuan DN ReadoniyWrisble | 1
oiN2 Read-anly Writable
oI Read-only Writable | 1
o .
E DIN4 Read-oniy 1
NS Read-o
Read-only ¥
DIN? Read-only Wrtsble
e ¥ DiNg. Read-only Wriable
API Explores & s475 tamp Read-only 2730
T Device Proviior humidty Read-only 6410
Fonum for heip 4
power Read-anly 420

Send command from HUAWEI Cloud
Add command to be sent

HUAWEI CLOUD

1T Device Access

Model ine Debugging Topic Management
1S}
& [Change) Import from Library Import from Local Import from Excel
mn Vi C
M el ® en o Type MI4OT D
g Oven
"Add Properly
Dev - Property Name Data Type
o
el 3 001 Integer
N v
[ 002 Integer
Storage Management o
4 D03 Integer
I e | &
= Dos Integer
©  Resource spaces
005 Integer
5
& oA Instance
o D06 Integer
@ Documentation & 57 Integer
API Explorer & D08 Integer
oT Des visioning (& DIN1 Integer
DNz Integer
Forum for help & o

Total Records: 16

n 2 >
A33 Comma:

Command Name Command Parameters

Access Mode

Readable, Wiitable

Readable,Writable

Readable, Wiitable

Readable, Writable

Readable Wiitable

Readable, Wiitable

Readable,

ble

Readable, Wiitable

Readable Wiitable

Response Parameters

Modfy Service  Delete Service
Description Operation

Copy | Edit | Delete

Copy | Edit

Copy | Edit

Copy | Edit | Delete

Copy | Edit

Copy | Edit | Delete

Copy | Edit

Copy | Edit
Copy | Edit | Delete

Copy | Edit | Delete

Operation

| R

D01.002,003 D04, D04,005,006 D07, D08

Copy | Ea_Dutee]|

0 -

Total Records: 1 [1]

Command to send data
Take the DO2 of M140T as an example
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" HUAWEI CLOUD

= IoT Device Access:

evice Shadow  Message Trace  Maintenance  Child Devices  Tags

. s sumporsynchroncus andNBT &
& Deliver Command
a8 Synchronous Command Delly @ rorsymchonously celiersd comman cevice shauid send resporse o st the

Asynchronous Command Del SaNs ot

Gueved Commends | Hsoreai
® Q Advanced Search c
o stawus 'V Command ¥ by Platiorm Delivored
@

Check whether the DO2 data has changed in the device shadow, from the original "1"
to "0".

" HUAWEI CLOUD

5.3.11 AWS Cloud Configuration

AWS supports publishing multiple topics. Configuration is the same as that of
configuring multiple service ID of HUAWEI Cloud. Below example is configuring single
topic with all datapoints to be published.
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P26 £ & @& | ®© O B m @ d

Search Clear Import Export Read Config. Write Config! Monitor Remote Log &3 Help About

Uaag
B EveN ——
@ 0penVPN =t — _ _ S
f%Ala(ms _
[;:éTasks
=] @DataSelvi(es IP/Domain
@ Pass Thros Port 8883
@ Modbus R}
@ Modbus T
@BACNet/IP
@OPCUA
E-&Cloud
@MQTT Clig
@MQTT Clig
@Al loT n
@ HUAWEI |

AWS loT

Thing
Client ID
CAFile AmazonRootCAT.pem
Client Certificate File -certificate.pem.crt
Client Key File private.pemkey

El
[]
[]
Busblich Tori: T | [add

Upload Cycle(s) 30

@ KingPigeon loT
@ KingPigeon Modbus loT

{8} Advanced Settings

(1) Double-click "Amazon loT" to enter configuration box. (2) Click the Enable button
to enable Amazon Cloud. Default: off. Gray: disabled Green: enabled. (3) IP/domain:
Fill in the terminal node, enter the console, and click "Interaction" of "Thing" to view. (4)
Port: 8883. (5) Thing: Fill in the ARN, and click "Details" of "Thing" to view the ARN. (6)
Client ID: fill in the account ID and view it in the user information. (7) CAfile: Select the
root certificate file to upload. (8) Client certificate file: Select the client certificate file to
upload. (9) Client key file: Select the client key file to upload. (10) Publish topic: the
topic created when creating the rule, the topic name used by MQTT to publish the
message, click "Add" to fill in the publishing topic name. You can fill in multiple

publishing topics, select a publishing topic, and click "Delete" to delete the selected
topic. For example: the topic viewed in the "rule" of "action" is "iot/topic", so fill
in"iot/topic".

Rule query statement

The source of the messages you want to process with this rule.

SELECT * FROM  ~iot/topic’

(11) Upload cycle: Data publish interval, the default is 30S. (12) Data Reporting
Setting: Select the data point to be uploaded in the box on the right side of the
configuration box, the default is blank means all upload. (13) Click "OK" to confirm the
configuration of Amazon Cloud. (14) Click "Write Configuration", and Amazon Cloud
will be enabled after the gateway device restarts. Re-open the configuration software

to log in to the device, and on the basic information page, you can see that the
“Amazon Cloud Online Status” indicator light is green, indicating that the Amazon
cloud is connected. The rightmost shows the online status of the slave device.
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5.3.12 View and Send Command in AWS Cloud

Login to AWS, click Act, click Test and select subscription topic “iot/topic” to view

messages published by BL110 gateway

a topic and a message to publish with a QoS of 0,

Specify a topic and a message to publish with a QoS of 0

Publish to a topic

iat/topic Publish to topic
I * .

P Fleet Hub

P Greengrass
P Wireless connectivity iot/topic August 13,2021, 16:34:08 (UTC+0800) Export Hide

» Secure t
“tine”; "08:34:08 08/13/2021 UTC 0.0.0",

» Defend “lat*: “0.0000",
‘Ing”. *0.0000"

QP New console experience
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and a message to publish with 3 QoS of 0

=

5.3.13 BLIIOT Cloud via Modbus

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
AN = = =
Da 22 A x | @ O B = ® a
Search Clear Import Export Read Config. |Write Config] Monitor Remote Log 37 Help About
(WG
- EveN KingPigeon Modbus loT
@ OpenVPN ) Enabl
i Alarms Cloud Status Port Device Name Status
= MOTT Client o COM1  M140T
[BTasks You can change the server address to log in to other cloud platforms. -
Sipatssenvices MOQTT Client Il ® LAN 475 ®
& 1P/Domain modbus.dtuip.com —— =
Pass Th
D Pass Thiow Port 6651 HUAWEI IoT
®Modbus R Modbus Station 1 AWS loT ®
@ Modbus T Login Memgk I KingPigeon loT [ ]
P BACnet/IP AP AR M |mngmgecn Modbus loT
QOPCUA Heartbeat Message
B &Cloud Heartheat ACK Message
DMQTT Clie Heartbeat Interval(s) 60
@MQTT Clie
oaer Cox] [cance]
@ HUAWE ok e
QAWS loT
@ KingPigeon loT
@Advanced Settings

(1) Double click BLIIOT Modbus loT to enter configuration window

(2) Click Enable to enable(green) BLIIOT cloud via Modbus. Default is disabled
(Gray)

(3) Server IP/Domain Name: modbus.dtuip.com. (Automatic filling in default)

(4) Server Port: 6651 (Automatic filling in default)

(5) Modbus Station: Set Gateway BL110 Modbus communication address

(6) Login Message: Input device serial number issued by BLIIOT.

(7) Login ACK Message: Not necessary for BLIIOT cloud connection

(8) Heartbeat Message: Q (Automatic filling in default)

(9) Heartbeat ACK Message: A(Automatic filling in default)
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(10)Heartbeat Interval: Set cycle time of sending Heartbeat message. Default is 60s

(11) Click OK to confirm the configuration.

(12) Click Write Configuration. Gateway will restart and BLIIOT Cloud via Modbus is
enabled successfully. Open configuration software and login device. BLIIOT cloud
via Modbus connection status can be viewed from basic information. Green
indicates device is connected BLIIOT cloud via Modbus. Slave devices connection
status can be viewed from the right box.

5.3.14 View Data in BLIIOT Cloud via Modbus

Configure datapoint in cloud like below picture. First create datapoint, then enter
connection setting and put datapoint Modbus ID, function code, address, data format,
byte sequence and collecting cycle. Modbus address in BLIIOT cloud and
configuration software is deviated by 1. For example, datapoint VWO of PLC
S7-200SMART in configuration software is 8, then put 9 in cloud. Sensor names in
cloud can be different from those in configuration software

© - Devi

Da Numerical Type 4 (decimal places) e 18

N5 Numerical Type 4 (decimal places) a~ 18

D6 Numerical Type 4 (decimal places) 4~ 18

Aaaa

o7 Numerical Type 4 (decimal places) 4 10

Qo Swilch Lype (operable

1 Switcn type (operaple

Pl «0 %0 ® o

Q2 Switch type (operable

03 Switch type (operable

[s%} Switch type (operable

as Switch type (opcrablc

as Swilch Lype (operable

Qr sSwitcn type (operaple

wwo Numerical Type \ 4 (decimal places)

B B

VW2 Numerical Type lecimal places)

A Mumerical Type iecimal places)

RNER I -
>

vwe Numerical Type 4\(dccimal placces)

Aaaaa

Ve Numerical Type 4 (decimal placs

+

Position 22.54622,112.982014 aQ
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Read write instruction seltings

Industrial loT Gateways

16Postion Signed N =

18Positon Signed N =

16Posilion Signed N

16Postion Signed N =

16Position SgnEdN

| =
n z 5
D& e Ak & © O B w @ a
| Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32  Help About
'8 &HpLiiopo A1 Varisble Name Address Type Address  Value Unit  Datatype Varibale Key Map Address  Ratio
i com . a0 Q o bool Q0.0 31(M.000032)  none
Qo1 Q 01 bool Qo1 22(M.000033)  none
L @rxau
Qo2 Q 02 bool Qo.2 33(M.000034)  rnone
| @acom2 Qo3 Q 03 bool Qo3 24(M.000035)  none
‘ L@s7-200 Qo4 a 04 bool Qo4 35(M.000036)  none ]
‘ EECOM3 Qo5 Q 0s bool Qos 36(M.000037)  none
LgcpiLL Qo6 Q 05 bosl Qo6 37(M.000038)  none
‘ B Emcoms Q 07 baol Qo.7 38(M.000038)  none
| MW 0 int16 VWO 13(M.4001
1 I L @ovp-12sn2 : uts |y | e S |
! ww 2 uintle VW2 14(M.400015) 1
B &N ‘
Vs v 4 uintls VW4 15(M.400018) 1
VWi vw 5 uintls  VWe 16(M.400017) 1 |
L @cpie e vw 3 uint16 vwa 17(M.400018) 1 |
EHEwan
L grxsu
--‘:R’AIG H
B EveN
L@ openven
—fiéAlarms
—L:('gTasks
| E]—@DataServices
| | B v
o e

Collected data value is as below:
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‘ i

: § e

' iz

— 3 e

3

. i: =

; T @

- 2z ‘ 10.0000 + +
: . § . 0.0000 4
=

Al Lq;pm:‘“ aamm [ Uniine z (’.l D2 0.0000 + +

u ‘1 D3 e 0.0000 + «

. & D4 0.0000 + +

; - i’l o5 0.0000 4+ «
B LJ! 8 0.0000 4+ «

a o7 10.0000 + «

= a 0 : €D

- a ar

: T a 2

& a @

a

a as
= 3
" a Q8
3

i 3 ‘ -

. a vivo 20.0000 + +
::m a vz 0.0000 + +
5 a Vina - 0.0000 + «
i a e 0.0000 + +
z g - 8.0000 + i ale
-

Send command from cloud
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10

BL10x- B Senal Number, ¢ nremn

4
¥

as

4

i°

d 2 L @)

I& e 10.0000 + + I
i = 0.0000 + +

3 o 0.0000 + +
T 0.0000 + +

i & 8.0000 + +
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5.3.15 BLIIOT Cloud via MQTT

BLiiot BeiLai Industrial Gateway www.BLiiot.com ¥1.1.3.8

JoNy-

Search Clear Import Export Read Config.

P 2

L)

¥ @

rite Config| Monitor Remote Log

Industrial loT Gateways

)
s

-BL10X

- a X
? i
Help About

iR
= mveN
0
Tig Alarm
[ Tasks
[ & patas
@ Pal
oM
QM
©BA
&0
El-&Cloud

KingPigeon loT

Subscribe Topic
Publish Topic

Upload Cyclets)

1883.dtuip.com
1883
mQTT

MQTTPW

I+

Variable Type

Device

Variable Name

oM Data Retransmission(_J
@M
@Al

ol i3]
on

@KingPigeon Modbus loT
{8} Advanced Settings

(1) Double click BLIIOT IoT to enter configuration box

(2) Click Enable to enable(green) BLIIOT cloud connection via MQTT. Default is
disabled(gray)

(3) Server IP/Domain Name: 1883.dtuip.com(Automatic filling in default)

(4) Server Port: 1883 (Automatic filling in default)

(5) Client ID: Input device serial number issued by BLIIOT

(6) User Name: MQTT (Automatic filling in default)

(7) Password: MQTTPW/(Automatic filling in default)

(8) Subscribe Topic: Input device serial number/+ issued by BLIIOT

(9) Publish Topic: Input device serial number issued by BLIIOT

(10) Automatic Data Upload Cycle: Cycle time of uploading data. In default it's 30s

(11)MQTT Data Retransmission: Click it to enable(green) offline data retransmission
once network resumes.

(12) Data Reporting Setting: Select the datapoint to upload in the right box. In default
it's blank with all datapoints to be uploaded

(13)Click OK to confirm BLIIOT Cloud via MQTT configuration

(14) Click Write Configuration. Gateway will restart and BLIIOT Cloud via MQTT is
configured successfully. Open configuration software and login the device. BLIIOT
Cloud connection status via MQTT can be viewed from basic information. Green
indicates BLIIOT cloud via MQTT is connected. Slave device connection status
can be viewed from the right box.
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Pap s ® B w @
Search Clear Import Export Read Config. Write Config. Monitor Remote Log iz Help About
)46
e
9 OpenVPN
135 Alarms Name Value Cloud Status Part Device Name Status |
FRTasks Name Beilai Gateway MQTT Client ® comi miaom ®
B S Dataservices Time 19:32:33 08/29/2022 MQTT Client I ® LAN 5475 ®
© Pass Through Mud.e\ BL103Pro Ali loT @
Version V113 HUAWEI loT 2
©Modbus RTU=TCP 4G Module EC2005CNAAROTAOOM1G AWS loT ®
& Modbus TCP Server IMEI 868618052204261 KingPigeon loT QI
@ BACnet/IP Signal Strength 19 (Normal:14-31) KingPigeon Modbus IoT @
QOPC UA operator NULL
Bl & Cloud SIM ICCID NULL
©MQTT Client SIM Status Failed
@ MQTT Client Il
@Al loT
@ HUAWEI loT
@AWS loT
& KingPigeon loT
{é}Advamced Settings

5.3.16 View Data in BLIIOT Cloud via MQTT

Create datapoint in cloud first. Set datapoint mark is the same as MQTT flag in
configuration software. Below is example of some datapoint configuration. For

example, MQTT flag of datapoint VWO in configuration software is VWO, then set
read-write mark VWO in BLIIOT cloud

o .
=
5 o4 Numerical Type 4 (decimai places) 4 10 a
A o5 Numetical Type 4 (ecinal places) o~ 18 a
-~ D6 Numerical Type 4 (decimal places) a~ 18 ,:L
A o7 Numerical Type 4 (decimal places) EN 18 a
© an Switch type (operable Unit 18 &
. a Swith typs (operable o 1 Bt
- Qz Switch type (operable Unit 10 a
2 r
Q3 Swileh ype (operable unit 18 a
Qa Swiicn type (operabie unn 18 a
as Switch type (operable Unit 18 a
o Switeh type (operabe i " 3
ar Switch typs (operable o " 3
[ pe——r— prm——r— = m 18
vw: Numerical Type 4 (decimal places) PS 18 a
vwa Numencal 1ype 4 (decimai places) a~ 18 a
vwe Numerical Type 4 (decimal places) a 18 a
vwe Numerical Type 4 (decimal places) a~ 18 '
Position 22 .54632,113.942914 Q “Dre
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Link Protocel - De

TCP Protocal

Resdwree D3 Reaswite D8 Reagunte 07 Resawme 02 Resdwme 01
ratacol
M8 Tep
4 UDP Protocol H H H
: S
Prolocal
- otocl @ o ot o5 o8
Bl eor proca Sensar 1D 160240
CoAP Pratocol
eadurte 02 Restwite 03 Reawrie 04 Readunte 05 Resdurte 0
ar v e s e
Sensar 10 1602408 Sensai 10 1602808 Sensar Senser 1D 1602411

R

dwite VWO Readwite V¥ Readurte VW4

Readucte VWG

; BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9

Dae e

| Search Clear Import Export Read Config. Write Config. Monitor Remote

| B ghBLI10PrO
i = -EIcoMi
@FX3U
E-&Eacomz
@57-200
= EIcom3
Q@CPIL-L
= Ecoms
Q@DVP-125A2
EH&EiLAN

i QCPIL-EL
Bl EwAN
} QFX5U
| 4G
= &veN
@ OpenVPN
ﬁ"(,AIaIms
[;:é,Tasks
| =] @DaraSeNices

t

-BL10X

— X
3 O d
Log 3 Help About
Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
Q0.0 Q 0 bool Q0.0 31(M.000032)  none
Qo.1 Q 01 bool Qo1 32(M.000033)  none
Qo2 a 0.2 bool Q0.2 33(M.000034)  none
Q0.3 Q 03 bool Q03 3A(M.000035)  none
Q04 (e} 04 bool Q0.4 35(M.000036)  none |
Qos aQ 05 bool o] 36(M.000037)  none
Qo6 Q 06 bool Qo6 37(M.000038)  none
Q0.7 aQ 07 bool Q07 38(M.000038)  none
|3un e 0 uint16 VWO 13(M.400014) 1 I
vwz VW 2 uint16 vz 14(M.400015) 1
vwa vw 4 uint16 W 15(M.400016) 1
Ve vw 6 uint16 Ve 16(M.400017) 1
Ve v 8 uint16 VIVE 17(M.400018) 1 1

unine {1

Al Equipment  Alam [

BL10x-MQTT

Se

al Number

b
a vo
t,ll "
a v2
a v
a ve
t'll vs
t,ll ve
a v
t'il o

8

B

€D

10.0000 -+ +
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BL10x-MQTT  Serial Number ©_

-BL10X

Al Equipment  Alarm [ Unine B

b

102-S7-200MOTT-)

BLIOZ-S7-200MATT-2

(msttes TCR)

oD ED ED ED ED e ED G G

D1
1D 18

1D:1602334
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5.3.17 BLIIOT MQTT Data Format

The "BLIIOT" JSON data format of MQTT Client and MQTT Client Il is the same as
that of BLIIOT MQTT. The details are as follows
(1) Valid Load Data Format in device Publishing messages

Publish Topic: Serial Number (Configured publish topic)

{
"sensorDatas": [
{
//Boolean value

"flag": "Y0", //Read-write identification mark
"switcher": 1 //Data Type and Value

2

{

//Numeric Type
"flag": "VWOQ", //Read-Write identification mark
"value": 8 //Data Type and Value

}

{

//4G Module signal value
"flag": " signal_strength ", //Read and write identifiers, fixed and cannot
be modified
"value": 28 //data type and value

i
{
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/IGPS positioning

"flag": "GPS", //GPS logo

"lat": "224.1377", //Latitude data
"Ing": "113.4791" //longitude data

}
1,

"state":"alarm", //Alarm mark(Set Alarm Event in configuration software. Once
alarm is trigger, this mark will appear. It's not included in scheduled automatically
uploaded data)

"state":"recovery", //Alarm recovery mark (Only appear when there’s alarm
recovery. It's not included in scheduled automatically uploaded data)

"gateway_indentify": "Beilai" //Gateway name identifier, upload gateway name

"time": "1622700769", //Time mark, it's time stamp of data uploading

"addTime": "2021-06-03 06:12:49" //Time mark, it's time of device data uploading

"retransmit":"enable" //Retransmission mark, MQTT historical data (Only appear
when there’s historical data retransmission. It's not included in scheduled
automatically uploaded data)

}

Note:

/[Read-Wrtie Mark: character is "flag", followed by " MQTT identifier of data point",
it's the MQTT mark set in configuration software when adding datapoint. It can be
customized

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
i P == k! A
Do 2L A ¥ ® © B = ® G
Search Clear Import Export Read Config. Write Config. Monitor Remote Lo i Help About
p: P g g 9 p
= EI]EU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
& oM DO 01 Coil Status(0x) 0 boal DO (M.000007) none
Do2 01 Coil Status(0x) 1 bool 002 (M.000002) none
\‘/ e o 0o3 (M.000003) none
ariable Properties
Bl LN P D04 (M.000004) none
@475 Dos 10M.000005) none
) WAN Vo N Dot Varibale Koy po1 D06 (M.000006)  none
“ac po7 (1M.000007) none
OCT/DEC/HEX Decimal v
B Even DO8 (M.000008) none
= O AddressType| 01 Coil Status(0x)  ~ Address 0 DINT (1M.000009) none
pen’
1% Alarms Data type bool N Add Number 1 DI (000010} it
© DINZ 0(M.00001T)  none
EéTasks Read/Write Read/Write v Ratio none e 1(M.000012) e
= @DataSewices Map Address 0 Variable Unit DINS 2(M.000013) none
) Pass Through DING H{M.000014) nene
& Modbus RTUSTCP DIN7 4MO0001S)  none
€ Modbus TCP Server DINg 5(M.000016)  none
BACnet/IP
§OPC UA
B &Cloud
@MQTT Client
@MAQTT Client Il
//[Data Type and Value:

1) Boolean data: Character is "switcher", followed by "0" or "1"(0 represents
open, 1 represents close)
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2) Numeric Data: character is "value", followed by actual value
3) GPS positioning data: GPS latitude character is "lat", followed by "specific
value"
GPS longitude character is "Ing" followed by "specific
value"
/[Alarm, Recover mark, character is "state", followed by "alarm" or
"recovery"(alarm represents alarm data, recovery represents alarm recovery data)
//Gateway name identification: the character is "gateway_indentify", followed by
"gateway name".
/[Time mark: character is "time", followed by actually data uploading timestamp
/[Time mark, character is "addtime", followed by "gateway time"
/[Retransmission mark: character is "retransmit", followed by "enable"
Offline collected data will be temporarily saved in gateway device. Once network
resmues, the data will be retransmitted. Use “retransmit” mark for historical data
(MQTT Data Retransmission must be enabled in configuration software)

(2) Valid Load Data Format in device Subscribing messages

Subscribe Topic: Serial Number/+ (Subscribe topic set in configuration software)
(BLIOT cloud message publishing topic is “serial number/sensor ID”, thus wildcard
“/+” must be added for device Subscribing Topic so that cloud can publishing data for

controlling)

{

"sensorDatas":
[
{//Send boolean

"sensorsld": 211267, // cloud sensor ID
"switcher":1, //Data Type and Value
"flag":"Y0"//Read-Write Mark
}
{//ISend Numerical
"sensorsld": 160239, //Platform Sensor ID
"value™:"10", //data type and value
"flag":"VWOQ" //Read and write identification

}
1,

"down":"down" //Cloud downlink message mark

Note:
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/[cloud sensor ID: character is "sensorsID", followed by ID (automatically
generated by cloud. Not necessary if it's self-built cloud)

//[Data Type and Value:

1) Boolean Data: character is "switcher", followed by "0" or "1"

(O represents open, 1 represents close)

2) Numeric Data: character is "value", followed by "actual value"

//Read-Write Mark: character is "flag", followed by "datapoint MQTT flag"

//Cloud Downlink Message Mark: character is "down", followed by "down",
representing cloud downlink data.
Note: Boolean data will not have double quotation mark, numeric data will have
double quotation mark.

6 Warranty Term

1) This equipment will be repaired free of charge for any material or quality problems
within one year from the date of purchase.

2) This one-year warranty does not cover any product failure caused by man-made
damage, improper operation, etc.

7 Technical Support

Shenzhen Beilai Technology Co., Ltd
Website: https://www.bliiot.com
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